3apeructpupoBano B MuHtocte Poccun 31 mas 2013 r. N 28608

OEJNEPAJIBHASA CJY/KBA 110 TEXHUYECKOMY U OKCIIOPTHOMY
KOHTPOJIIO

ITPUKA3
ot 11 ¢peBpans 2013 r. N 17

OBquEEmaEHHHTTEBOBAgHﬁ
O 3AIIIUTE UH®OPMAILIMHU, HE COCTABJISIIOILEN TOCYJIAPCTBEHHYIO
TAUHY,
COJEPXKAIIENCS B TOCYJIAPCTBEHHBIX HHOOPMAIIMOHHBIX CUCTEMAX

B cooTtBercTBuU ¢ yacThio 5 cratbu 16 denepanbHoro 3akoHa ot 27 uroist 2006 r. N 149-
@3 "O6 unpopmaruu, HGOPMALMOHHBIX TEXHOJOTHIX M O 3amuTte uHpopmarmu" (Cobpanue
3akoHojaTenbcTBa Poccuiickont @eaepanuu, 2006, N 31, cr. 3448; 2010, N 31, ct. 4196; 2011,
N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, ct. 4328) u [lonoxenuem o OenepaibHOi cyKOe
10 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO, YTBEPKACHHBIM YKa3oM IIpe3nnenra Pocculickoit
Oenepanmun ot 16 aBrycra 2004 1. N 1085 (CobOpanue 3akoHOmaTenbcTBa Poccuiickoid
Oepnepaunn, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N 47, cr. 5431;
2012, N 7, ct. 818), npuka3biBaro:

1. YTBepautp npunaraemele TpeOoBaHus O 3ammTe HWHGOPMAIMH, HE COCTABIIAIOLICH
rOCy/IapCTBEHHYIO TallHY, CO/IepKaleiicsl B TOCYJapCTBEHHBIX HH()OPMALIMOHHBIX CUCTEMAX.

2. YcTaHOBUTH, 4YTO YKa3aHHble B NyHKTEe | HacTosmiero rmnpukasa TpeboBaHuUs
NPUMEHSIIOTCS TSl 3alUThl HTHGOPMAIIUU B FOCYAapCTBEHHBIX MH()OPMAIIMOHHBIX cucTeMax ¢ 1
ceHTsi0ps 2013 1.

Jupekrop
denepanbHOM CITYXKOBI IO TEXHHYECKOMY
U DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH
VYTBepKACHBI
npukazoM @CTIK Poccun
ot 11 ¢espamst 2013 . N 17
TPEBOBAHMUSA .
O 3AHIUTE UHO®OPMAILIUU, HE COCTABJISIOHIEU TOCYJAPCTBEHHYIO
TANHY,

COI[EP)KAHIEPICH BTOCYJIAPCTBEHHBIX UHO®OPMAILIMOHHBIX CUCTEMAX
1. O0uue nonoxeHus

1. Hactosimue TpeGoBanus pazpaboTaHsl B cOOTBETCTBUU ¢ DeepaabHBIM 3aKOHOM OT 27
utosig 2006 r. N 149-®3 "OO6 unbpopmanmu, WHOOPMAITMOHHBIX TEXHOJOTHUSIX U O 3aIIUTe
unpopmanuu" (Cobpanue 3akoHomatenbcTtBa Poccuiickoit @enepanuu, 2006, N 31, ct. 3448;
2010, N 31, ct. 4196; 2011, N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, cr. 4328), a Takxke ¢
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y4eTOM HallMOHANBHBIX cTaHnapToB Poccuiickoit deneparyu B 001acTH 3aIIUTH HHPOPMALIUU U
B 00J1aCTH CO3J]aHHsI aBTOMAaTU3UPOBAHHBIX CUCTEM (Jajiee - HAlIMOHAIbHbBIE CTAHAPTHI).

2. B noKyMeHTe yCTaHaBIMBAIOTCS TpeOOBaHMA K OOECHEUEHHIO 3alUThl MHPOPMALUU
OTPaHUUYEHHOTO JOCTYIa, HE COJepsKalleil CBEJACHMs, COCTABIISIIOIINE TOCYAapCTBEHHYIO TailHy
(masee - uH(pOpMAIHS), OT YTEUKH 110 TEXHUUYECKUM KaHallaM, HECAaHKIIHOHUPOBAHHOT'O JIOCTYTIA,
CIEIUATIbHBIX BO3JIEUCTBUM Ha Takyl0 HHGOpMANHIO (HOCHUTEIM HH(pOpMANMM) B IEIAX €€
NOOBIBaHUS, YHUUTOXKCHHSI, UCKXCHUS WM OJOKMPOBAaHUS JOCTyNa K HeH (manmee - 3amuTa
nHpopmanun) mpu oOpaboTKe yKazaHHOW MH(OpPMAIIMU B TOCYIaPCTBEHHBIX MH(POPMAITMOHHBIX
cucTeMax.

Hacrosmue TpeGoBaHust MOTYT PUMEHSTHCS U1 3aIIUTHI OOIIEIOCTYITHOM HHpOpMAIIH,
coJiepKalieiics B TOCYIapCTBEHHBIX HMH(OPMAIMOHHBIX CHCTEMax, IS JOCTIKEHHS IeJieH,
yKka3aHHbIX B NyHKTax | u 3 vactu | crateu 16 denepanbHoro 3akoHa ot 27 utosst 2006 r. N
149-®3 "OO6 undopmanuu, UHGOPMAIIMOHHBIX TEXHOJOTHIX U O 3aIuTe nHpopMauu'.

B nokymenTte He paccmarpuBaioTcs TpeOOBaHMs O 3amiuTe MHGOpPMAaIluu, CBA3aHHBIE C
OPUMEHEHUEM KpUNTOTpagUUecKuX METOJOB 3alluThl HHPOpMAMM U MIHQPPOBATBHBIX
(kpunTorpaduYECKHUX ) CpEICTB 3aIUTHI HH(DOpMAIUH.

3. Hacrosimue TpeOoBaHus SBIAIOTCS 00s3aTEIbHBIMU MpHU 00paboTKe MH(pOpMAIMU B
rOCyIapCTBEHHBIX HMH(POPMALIMOHHBIX cHUcTeMaX, (QYHKIUOHUPYIOIIUX Ha TEPPUTOPUU
Poccuiickoit @enepanuu, a Takke B MyHHLUAIBHBIX HH()OPMAITMOHHBIX CUCTEMaX, €CIIM HHOE
HE YCTaHOBJICHO 3aKOHO1aTeNIbcTBOM Poccuiickoit denepariuu 0 MECTHOM CaMOYNPABJICHUH.

Hacrosimue TpeOoBanust HE paclpoCTPaHSIOTCS Ha TOCYAapCTBEHHBbIE WH(OPMAIIMOHHBIC
cucrembl Anmunuctpauuu I[lpesuaenta Poccuiickoit ®enepauun, Coseta be3onacHocTn
Poccuiickoit @enepaunu, PenepansHoro Cobpanust Poccuiickoit ®enepanyu, IlpaButenscTBa
Poccuiickoit ®enepanuu, KoncruryunonHoro Cypa Poccuiickoit ®enepaunn, BepxoBHoro
Cyna Poccuiickoit ®@enepaunu, Briciero ApOutpaxsnoro Cyna Poccuiickoir @enepanuu u
®denepanbHOl CiTy)0b1 Oe30macHocTr Poccuiickoii deneparum.

4. Hacrosimue TpeGoBanus npenHazHaueHbl Ais oOsafareneid HHPOpMaLnK, 3aKa34uKOB,
3aKJIIOUMBIIUX TOCYJAapPCTBEHHBIN KOHTPAKT Ha CO3/IaHHWE TOCYAApCTBEHHOW WH(OpMalMOHHON
CHCTEMBI (Iajiee - 3aKa3yMKd) M OINEPaTOPOB TOCYAAPCTBEHHBIX WH(POPMALMOHHBIX CHUCTEM
(manee - omepaTopsl).

JIuno, oOpabarbIBarolee UH(OpMaLHUIO, SBJISIOILYIOCS roCyAapCTBEHHBIM
WH(pOPMAIMOHHBIM PECypcoM, IO TOpyYeHHIO oOnaaarens WH(opMmanuu (3aka3yuka) WIH
ormeparopa W (MJIM) TPENOCTABISAIONIEE UM BBIYUCIUTENbHBIE pPecypchl (MOLIHOCTH) IS
00paboTk MH(pOpMAMM HAa OCHOBAaHWHU 3aKJIIOYEHHOTO JOTOBOpa (Jajiee - YIMOJHOMOYEHHOE
JMI10), 0OecreurnBaeT 3auIUTy HHPOPMALUU B COOTBETCTBUH C 3aKOHOJATEILCTBOM Poccuiickoit
Oenepannn 060 wHOpMaIuu, WHPOPMAITMOHHBIX TEXHOJOTHUAX U O 3amuTe wHpopmanuu. B
JIOTOBOpE JTOJKHA OBITH MPEAYCMOTPEHA OOS3aHHOCTH YIOJHOMOUYEHHOIO JIMIa 00ecreuynBaTh
3alUTy HMHQOpPMAIMK, SBISIOUIEHCS TOCyIapCTBEHHBIM HMH(POPMAIIMOHHBIM PECYpCcOM, B
COOTBETCTBUH € HacTOSAIUMHU TpeGoBaHUAMHU.

5. Ilpu o00OpaboTke B TOCYIapCTBEHHOW WH(POPMAIMOHHONW CcHCTeMe WH(OpMaIu,
coJepKalleil IMepcoHadbHBbIE JaHHBIE, HacTosAmMe TpeOoBaHHMS TNPHUMEHSIOTCS Hapsay cC
TpeOOBaHUSIMU K 3alIUTE TEPCOHAIBHBIX JAaHHBIX NPH UX 00paboTke B MHGOPMAIMOHHBIX
cUCTeMaxX IePCOHAIBHBIX JaHHBIX, YTBEPXKICHHBIX IMocTaHoBIeHHEM [IpaBHuTenbCcTBa
Poccuiickoit ®enepanmn ot 1 HosiOps 2012 1. N 1119 (Cobpanme 3aKoHOIATETHCTBA
Poccuiickoit ®enepanuu, 2012, N 45, ct. 6257).

6. Ilo pemenuto oOmamatens wHbOpMaNKMK (3aKa3uWKa) WM OMEpaTopa HACTOSIIUE
TpeboBaHust MOTYyT TPUMEHATbCA JUIA  3alUTHl  MHPOPMALMHU, COJAEpKaIlelcs B
HEroCyJapCTBEHHbBIX HH()OPMALIMOHHBIX CHCTEMAX.

7. 3ammTa nHGOPMALIUK, COAEPIKAIICHCS B TOCYJapCTBEHHON MH(OPMAIIMOHHON cHCTEME
(mamee - wHbOpMaIMOHHAs CcHCTEeMa), OOECIeUMBaeTCS TYTEeM BBIMOJHEHUS oOO0IamarenemM
uHpopManuu (3aKa3uukoM) W (WJIM) ONEepaTopoM TpeOOBaHMN K OpraHU3aIMM 3alHUThI
nHpopmaruu, comepkamieics B ”HGOPMAIIMOHHONW CHUCTEME, M TpeOOBaHUN K MepaM 3allUThI
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uHpOpMalnH, coieprKaleicss B UHGOPMAIIMOHHON CHCTEME.

II. TpeGoBaHMs K OpraHU3ALMH 3AIUTHl HHPOPMALIUH,
cojiepxarnieicst B ”H(QpOpMaIlMoOHHON CUCTEME

8. B wuHbOpmammoHHONW cucTeMe OOBEKTaMHU 3allUThl SBIAIOTCS HHGOpMAIHS,
coJepxamiasicss B MHPOPMALMOHHON CHUCTeMe, TEXHUYECKHE CPEeACTBa (B TOM YHCIE CPEACTBA
BBIUMCIUTENbHON TEXHUKU, MAalIMHHBIE HOCUTEIN MH(GOpPMAIUHU, CPEJCTBA U CUCTEMBI CBSI3U U
nepefayr JaHHBIX, TEXHHUYECKHE cpelcTBa 00paboTku OyKBEeHHO-LM(POBOH, TrpaduuecKoi,
BHJICO- M peueBOr MH(POpPMAIINK), OOIIECUCTEMHOE, MPUKIATHOE, CTICIHATBHOE MPOrPaMMHOE
oOecrieyenne, MH(GOPMAITMOHHBIE TEXHOJIOTHH, a TAKXKE CPECTBA 3aLIUTHI HH()OPMAIIHH.

9. Jlns obecniedeHus 3aniuThl HHGOPMAIIH, COAEpPKAIICHCs B HHOOPMAITMOHHOW CUCTEME,
OIIEepaTOpOM Ha3HAYaeTCsl CTPYKTYPHOE IMOApa3JeNieHHE WM IOJDKHOCTHOE JUIO (pabOTHHK),
OTBETCTBEHHBIE 32 3aIIUTY UH(POPMALIHH.

10. s mpoBeneHus paboT 1Mo 3ammre WH(GOPMAIMK B XOJ€ CO3JaHHs M SKCIUTyaTalluu
nH(pOpPMAITMOHHOW CHUCTEMBI oOO0jaaareseM wuHPOpMAMK (3aKa3YUKOM) W ONEepaTopoM B
COOTBETCTBUM C 3aKOHOAaTenbcTBOM  Poccuiickoit  ®Denepanuu  1pu  HEOOXOIUMOCTH
MPUBJIEKAIOTCS OpraHMU3alllK, UMEIOIINE JTUICH3UIO HA JIeATEIbHOCTh M0 TEXHUYECKOW 3aIluTe
KOH(pHICHIIMATHHON HH(pOpMAIK B COOTBETCTBUU ¢ DenepaiabHbIM 3akoHOM OT 4 mast 2011 r. N
99-®3 "O nuueH3upOBaHUHU OTAEIBHBIX BUIOB AesTenbHOCTH" (CoOpaHuEe 3aKOHOIATEThCTBA
Poccuiickoit @eaepaunn, 2011, N 19, ct. 2716; N 30, ct. 4590; N 43, ct. 5971; N 48, cT. 6728;
2012, N 26, ct. 3446; N 31, cT. 4322; 2013, N 9, ct. 874).

11. Hns obecrieyeHust 3amuThl HH(OpMAIUM, coaepikaiieiics B HHGOPMAIMOHHON
CUCTEME, MPUMEHSIOTCS CPEeICTBA 3alllUThl HHPOPMAIH, MPOLIECIIINE OLEHKY COOTBETCTBHUS B
dbopme o00s3aTenbHON cepTU(UKAIIMM HAa COOTBETCTBHE TPEeOOBaHUSAM TIO 0O€30MacHOCTH
nH(opManuu B COOTBETCTBHM CO cTaThedl 5 demepanbHoro 3akoHa oT 27 mekabps 2002 r. N
184-®3 "O TtexnuueckoM perynmupoanun" (CoOpanue 3akoHomarenbcTBa Poccuiickoit
®enepanun, 2002, N 52, cr. 5140; 2007, N 19, ct. 2293; N 49, ct. 6070; 2008, N 30, ct. 3616;
2009, N 29, cr. 3626; N 48, ct. 5711; 2010, N 1, cT. 6; 2011, N 30, ct. 4603; N 49, cT. 7025; N
50, ct. 7351; 2012, N 31, cT. 4322; 2012, N 50, ct1. 6959).

12. 3ammra wuHQOpMaLUHU, coAep)Kalielcs B HHMOPMAIMOHHOW CHUCTEME, SIBISETCS
COCTaBHOM 4YacThl0 pabOT MO CO3JAAHMUIO W DKCIUTyaTalud WHGOPMAIMOHHONW CHCTEMBI U
oOecrieynBaeTcsi Ha BCeX CTaausAX (dTamax) ee CO3JaHus W B XOJ€ OSKCIUTyaTalluu ITyTeM
IOPUHATHUS. OPTaHU3AIMOHHBIX M TEXHUYECKUX MeEp 3allUThl MH(POpPMAIMH, HANPABIECHHBIX Ha
OnokupoBaHue (HEUTpaaM3alMio) yrpo3 0e30macHOCTH HHPOpPMAUU B HHPOPMALMOHHOM
CHUCTEME, B paMKax CHCTEMBbI (ITOJCUCTEMBI) 3aIUThl HHPOpMauu WHPOPMAITMOHHON CHUCTEMBI
(mayee - cucrema 3aIuThl THPOPMALUU HHOOPMAITHOHHON CHCTEMBI).

Opranu3alioOHHbIE U TEXHUYECKHE MEphI 3aIlIUThl MHGOPMAIUH, peaIu3yeMble B paMKax
CHCTEMBI 3alUThl UHPOPMALUU UHPOPMALMOHHOW CHCTEMBI, B 3aBUCHMOCTH OT MH(OpMaIuH,
cojepxarieiicss B HHOOPMAITMOHHOW CHUCTEeMe, Ieeil co3aanust MHPOPMAIIMOHHONW CUCTEMBI H
3a1a4, pemaeMbIX 3TOM WH(POPMALMOHHOM CHCTEMOW, JOJDKHBI OBITh HAlpaBICHbl Ha
UCKJIIOYCHHE:

HEMPAaBOMEPHBIX JIOCTYyNa, KOMHMPOBAHUS, TPEAOCTABICHUS WM PACIPOCTPAHEHUS
nHpopmanuu (obecrieueHre KOHPUACHITMATHPHOCTH HHPOPMAITUN);

HEMPAaBOMEPHBIX YHUUYTOXXEHUS Wid MoaupuuumpoBanus uHPopmanuu (obecriedeHne
1IEJIOCTHOCTH WH(OpMAIUN);

HEMpaBOMEPHOTo OJ0KHpOoBaHUs HH(POopMaIK (00ecriedeHne TOCTYITHOCTH HHPOPMALIUN ).

13. Jns obGecnedeHus: 3amuThl WHGOPMAIMH, COACpKalieics B HWHPOPMAIIMOHHON
CHCTEME, TPOBOISATCS CIAEAYIOIINE MEPOTIPUATHS:

dhopmupoBanre TpeOOBaHUH K 3amuTe HHGOOPMAIUH, CoAepKaleics B MHPOPMaITMOHHOM
CHCTEME;

pa3paboTKa CUCTEMBI 3alTUTHI HHPOPMAIMK HHPOPMAITUOHHON CUCTEMBI,
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BHE/IPEHHE CUCTEMBI 3alIUTHI HH(OpMAIIMK HHPOPMALIMOHHON CUCTEMBI,

aTTecTanus WHPOPMAIMOHHON CHUCTEMBI IO TPeOOBAaHUAM 3alTUTHl MHGOpMALMH (J1ajee -
aTrecTanus HHPOPMAIIMOHHOMN CUCTEMBbI) U BBOJ €€ B JICHCTBUE;

obecrieueHne  3amUTBl  MHGOPMAMM B XOAE  OKCIUTyaTallMM  aTTECTOBAHHOM
UH(POPMALIMOHHOM CUCTEMBI;

obecrieueHre 3amUTHl MH(QOpMAIWU TPH BHIBOAE W3 OKCIUIyaTallMM aTTECTOBAaHHOM
UHPOPMALIMOHHON CHUCTEMBl WM TIOCIIE TPHUHATUS peIIeHUus 00 OKOHYaHUU 00paboTKH
nHpopmanuu.

®dopmupoBaHue TpeOOBaHMH K 3amuTe HHPOPMAITUHU, COEPKAIICHCS
B MH(OPMALIMOHHON CUCTEME

14. ®opmupoBanue TpeOoBaHHMH K 3ammre HHGOpMAIMM, CoAepXkaleiics B
WH(POPMAITMOHHON CHCTEME, OCYIIECTBIISIETCS 00IaaareneM nHPpopManuu (3aKa3uuKoMm).

dopmupoBaHue TpeOOBaHUI K 3aIuTe HHPOPMALIUK, coaepKalieiics B MHPOPMAITMOHHON
cucreme, ocymectpisercs ¢ yaeroM ['OCT P 51583 "3amura nundopmarnuu. [lopsaok coznanus
aBTOMATH3UPOBAHHBIX CHUCTEM B 3aIIMIICHHOM HcronHeHuHn. OOmue mnonoxeHus" (manee -
I'OCT P 51583) u I'OCT P 51624 "3amura uHpopManmu. ABTOMAaTU3UPOBAHHBIC CHUCTEMBI B
3amuiieHHoM ucnonHennd. OO6mme tpebdoanus" (manee - 'OCT P 51624) u B ToM uucnie
BKJIIOYAET:

NPUHATHE peIIeHUs O HeOoOXOAMMOCTH 3alIUThl HMH(POPMAILMH, COJAEpKaIlIeHCs B
WH()OPMAITMOHHON CUCTEME;

KJaccu(UKauuo MHPOPMAMOHHOW CHUCTEMBI MO TPEeOOBAHUSAM 3aAIIUTHl MHPOPMALUU
(manee - knaccudukarus HHOOPMAITMOHHOW CHCTEMBI);

orpeJiesieHue yrpo3 0e30nacHOCTH HH(GOPMAIIMU, PeATHU3alns KOTOPBIX MOXKET MPUBECTH K
HapymeHno 6e30macHoCTH MHGOpMAIMi B MHPOPMAIIMOHHON CHUCTEMe, W pa3pabOTKy Ha HX
OCHOBE MOJIEJIN yrpo3 O€30MaCHOCTH WH(POPMALINH;

ompeseraeHue TpeOOBaHUN K CUCTEME 3alUThl HHPOpMauu HHPOPMAITMOHHON CUCTEMBI.

14.1. Tlpu npuHATHH pelIeHHUs] 0 HEOOXOAUMOCTH 3alIUThl HH()OPMAIIUHU, COIEePIKAIICICs B
nH(OPMaLMOHHON CUCTEME, OCYIIECTBIISETCS:

aHanmu3 1enedl co3maHus WHOOPMANMOHHOW CHUCTEMBI M 3aj]a4, pPEMmIaeMbIX ATOU
WH()OPMAITMOHHON CHCTEMO;

orpeeneHue nHpopMaIy, noiexamnieir 00padoTke B MHPOPMALIMOHHOM CUCTEME;

aHaJIU3 HOPMATHUBHBIX IMPABOBBIX AKTOB, METOAMYECKHX JOKYMEHTOB M HallMOHAJIbHBIX
CTaH/IapTOB, KOTOPBIM JOJI’KHA COOTBETCTBOBATh HH(POPMAIIMOHHAS CUCTEMA,

NPUHATHE pEUIeHUs] O HeoOXOIUMOCTH CO3JIaHUs CHCTEMBbI 3allUThl HMH(OpPMAINH
WH(OPMAIIMOHHONW CHCTEMBI, a TaKXKe ONpEIeNICHHE IeNied W 3amad 3aiuThl uHpOpManuu B
MH(OPMALIMOHHON CHCTEME, OCHOBHBIX 3TaloOB CO3JAaHUS CHCTEMbI 3alllUThl HH(OpMAaLUU
UHPOPMALIMOHHOM cUCTeMbl M (QYyHKOMM 1O OOecredyeHuio 3aIuThl  MH(pOpMaIuH,
comepxarnieiics B HHPOpMAMOHHON cucteme, oOnamarens wuHGopMauu (3aKa34uKa),
oreparopa M yroJIHOMOYEHHBIX JIUII.

14.2. Knaccudukanuss MHPOPMAIMOHHONW CHCTEMBI TPOBOIUTCS B 3aBUCUMOCTH OT
3HaYMMOCTH O0OpabareiBaeMoil B Hell MH(OpManuu M Macimrtada nH(OPMAIMOHHONH CHUCTEMBI
(enepanbHbIi, perHOHATBHBIN, 00BEKTOBBIN ).

YcTaHaBIMBAOTCS YETBIpE Kjacca 3alUIICHHOCTH HH(MOPMAIIMOHHOW  CHCTEMBI,
OTIPENICTISAIONINE YPOBHH 3alUIICHHOCTH cojepiKaiieiicss B Hel nHpopManuu. CamMblii HU3KHMA
KJlacc - YeTBEepTHIH, caMblii BBICOKMN - mepBblil. Kiacc 3amumeHHOCTH WH(POPMALMOHHOM
CUCTEMBI OIIpeENsieTCs] B COOTBETCTBHHU ¢ mpuiioskeHrneM N 1 k HacTosiuM TpeboBaHUsIM.

Knacc 3amumieHHOCTH ompenensercst A MHPOPMALUMOHHOW CHCTEMBI B LIEJIOM M, MPH
HEOOXOIMMOCTH, JUIsl €€ OTAEIBHBIX CErMEHTOB (COCTaBHBIX yacTei). TpeOoBaHME K Kiaccy
3alIUIIEHHOCTH BKIIIOYAETCS B TEXHHMUYECKOE 3aaHne Ha CO3/1aHue NH(OPMAIIMOHHON CUCTEMBI U
(mn) TeXHUYECKOe 3ajaHre (JacTHOE TEXHUYECKOE 3a/IaHKE) Ha CO3/IaHHE CHCTEMBI 3aIlUThI



uHpopManun HH(POPMAIIMOHHON cUCTeMbl, paspabaTteiBaemble ¢ yuerom ['OCT 34.602
"Undopmannonnas TexHonorus. Komrmuiekc cTraHaapToB Ha aBTOMATH3MPOBAHHBIC CHCTEMBI.
TexHuueckoe 3aJaHue Ha co3JaHue aBToMaTu3upoBaHHOM cuctembl" (nanee - [OCT 34.602),
I'OCT P 51583 u I'OCT P 51624.

Knacc 3amumeHHOCTH UWH(POPMALMOHHOM CHCTEMBI MOJUICKHUT IEPECMOTPY IpH
W3MEHEHUU MacmTabda WH()OPMAIMOHHOW CHUCTEMBI WJIM 3HAYUMOCTH oOpabaThiBaeMoOil B HEW
uHpOpMaLIUH.

Pesynbratel  kiaccudukanuu  MHPOPMAIMOHHON  CUCTEMBl  OQOPMIISIIOTCS — aKTOM
KJIaccu(uKaIum.

14.3. VYrpossl Oe3omacHOCTH WHGOPMAIIMM OMPEACISIOTCS IO pe3yjbTaTaM OICHKH
BO3MOXXHOCTEH (TMOTEHIMaIa, OCHAIEHHOCTH W MOTHBAllMM) BHEUIHUX H BHYTPEHHHUX
HapylIUTese, aHaau3a BO3MOXHBIX YSI3BUMOCTEH HH(POPMAIIMOHHON CHCTEMBI, BO3MOXKHBIX
CHOCO0OB peain3aluu yrpo3 0e30MacHOCTH MH(POPMALUU U TOCIEICTBHA OT HapyLICHHS
CBOMCTB Oe3omacHoCTH nHpopmaruu (KOH(GUIESHITATLHOCTH, IIEIOCTHOCTH, TOCTYITHOCTH ).

[Ipu ompeneneHun yrpo3 O0€30MaCHOCTH HMH(POPMALMU  YUUTBHIBAIOTCS CTPYKTYpPHO-
(GyHKIIMOHAJIbHBIE XapaKTEPUCTUKH HH(MOPMAIIMOHHON CHCTEMBI, BKIIIOYAIOUINE CTPYKTYPY U
coctaB MH(POPMAIIMOHHOM CHUCTEMBI, (HU3UUYECKUE, JIOTUYECKHE, (DYHKIMOHAIbHBIE H
TEXHOJIOTMYECKHE B3aMMOCBSI3M MEX]Yy CErMEHTaMH WH(POPMAIMOHHON CHUCTEMBI, C HHBIMU
WH(OPMALIMOHHBIMU ~ CHCTEMaMUd H  MH(POPMAITMOHHO-TETICKOMMYHUKAIIMOHHBIMA ~ CETSIMH,
pexuMbl 00paboTku nHOpMaIuy B HHGOPMAIIMOHHON CHCTEME U B €€ OT/IEIbHBIX CETMEHTAX, a
TaK)Ke€ HMHBIE XapaKTePUCTUKH WH(POPMAIMOHHON CHUCTEMBI, MPUMEHsEMbIe HH(POPMAIMOHHEIC
TEXHOJIOTHH U OCOOCHHOCTHU €€ ()YHKIIMOHUPOBAHUS.

[To pe3ynpTaTam ompeaeneHus: yrpo3 0€30macHOCTH WH(GOpMAIUU MPU HEOOXOIUMOCTH
pa3pabaTbIBalOTCS  PEKOMEHJAIMK [0  KOPPEKTHUPOBKE  CTPYKTYPHO-(PYHKIIMOHATbHBIX
XapaKTepUCTUK  WHGPOPMAIIMOHHON  CHCTEMbI,  HampaBlICHHbIE  Ha  OJIOKHPOBAaHHE
(HeWTpamu3aIuio) OTIEIBHBIX YTpo3 0€301macHOCTH HH(POPMAIIHH.

Mogens  yrpo3  Oe3omacHOCTH  HMH(OpManmuu  JOJDKHA  COJEpKaTh  ONHCAHUE
MH(OPMALIMOHHONW CHUCTEMBI U €€ CTPYKTYpHO-(DYHKLIHMOHAJIBHBIX XapaKTEpUCTUK, a TaKxKe
onucaHue yrpo3 0e30macHOCTH WH(POpPMAIMHK, BKIIOYAIOIIEE OMHMCAHUE BO3MOXKHOCTEH
HapylmuTenae (MoAenb HapYIIMTENs), BO3MOXHBIX YSA3BUMOCTEH HH(DOPMALIMOHHOW CHCTEMBI,
CHoco0OB peain3aluu yrpo3 0e30MacHOCTH MH(POPMALMU U TOCIEICTBHA OT HapyLICHHS
CBOMCTB 0€3011acHOCTH WH(OpMAITUH.

Jns onpeneneHust yrpo3 O€30MacHOCTH WHPOPMALMU MU Pa3pabOTKH MOJENU Yrpo3
O0e3omacHOCTH HWH(OpMAIMKA MPUMEHSIOTCS METOJIWYECKHE JOKYMEHTHI, pa3paOOTaHHBIC H
yrBepxacHHble PCTOK Poccum B coorBeTcTBUM ¢ noamyHKToM 4 nyHkrta 8 IlomoskeHus o
denepanbHON CIy)k0€ O TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOIIIO, YTBEPKICHHOTO YKa30M
[Ipesunenta Poccuiickoit ®Penepaumu ot 16 asrycra 2004 r. N 1085 (CobGpanue
3akoHojaTenbcTBa Poccuiickont @eaepanuu, 2004, N 34, cr. 3541; 2006, N 49, ct. 5192; 2008,
N 43, ct.4921; N 47, ct. 5431; 2012, N 7, cT. 818).

14.4. TpeboBanus K cuCTeMe 3amuThl HWHGOpMAHK HWHHOPMAIIMOHHONW CHCTEMBI
OTIPENIeNIAIOTCS B 3aBUCUMOCTH OT Kjacca 3aIlMIIEHHOCTH MH(POPMALMOHHOW CUCTEMBI U YIpo3
O6e3omacHOCTH MHGOPMAIINH, BKIIFOUEHHBIX B MOJIEh YIPO3 0€30MacHOCTH HH(POPMAIIUH.

TpeboBanus k cucteme 3aUThl HHGOPMAITMKY HHYOPMAITMOHHON CHCTEMbI BKITIOYAIOTCS B
TEXHUUYECKOE 3aJjaHKe Ha co3JaHue MHPOPMAIIMOHHON cUCTEeMbl U (MJIM) TEXHUYECKOE 3aJaHKe
(yacTHOE  TEXHMYECKOE 3aJaHHe) Ha CO3JaHHEe CHUCTEMBl  3alMThl  WHpOpMaLUU
nH(popManmoHHOM cuctemsl, paspadateiBaeMblie ¢ ydetoM ['OCT 34.602, TOCT P 51583 u
I'OCT P 51624, u 1015kHBI B TOM YUCJE COAEPKATh:

1IeTTh ¥ 337]a4i 00eCTeYeHUs 3aUThl HHGOpMAIMK B HHOOPMAITMOHHOW CUCTEME;

KJIacC 3alMIEHHOCTH HHPOPMALIMOHHON CUCTEMBI,

nepeyeHb HOPMATHUBHBIX MPABOBBIX AKTOB, METOAMYECKUX JOKYMEHTOB M HAllMOHAJIBbHBIX
CTaH/IapTOB, KOTOPBIM JOJI’KHA COOTBETCTBOBATh HH(POPMAIIMOHHAS CUCTEMA,

nepevYeHb OOBEKTOB 3aIIUTHl HHOOPMAITMOHHOW CUCTEMBI;
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TpeOOBaHUST K MepaM H CpeICTBaM 3alUThl WHGOpMAIMK, TPUMEHSEMBIM B
WH()OPMAITMOHHON CUCTEME;

TpeboBaHus K 3ammTe WHGOOpPMALUU MPH HHPOPMAIMOHHOM B3aWMOJCUCTBUU C WHBIMH
WHQPOPMAIMOHHBIMHA CUCTEMaMH U WH(POPMAIMOHHO-TEIEKOMMYHUKAITHOHHBIMU CETSIMHU, B TOM
gyuclie ¢ WHOOPMAMOHHBIMU CHCTEMaMH YITOJIHOMOYEHHOTO JIMIIA, a TAKXKe MPU MPUMEHEHHUH
BBIYUCITUTEIFHBIX PECYPCOB (MOIIHOCTEH), MPEIOCTABISIEMbIX YIMOTHOMOUYEHHBIM JIUIIOM JUISI
00paboTku HHpOpMAaLIUH.

[Ipu ompenenennn TpeOOBaHM K CHUCTEMEe 3amuThl WHMOpManuu WHPOPMAITMOHHON
CUCTEMBl YYHTHIBAIOTCS TOJIOKEHUS MOJIUTHUK obecriedeHuss WHGOPMAIMOHHONW 0e30MacHOCTH
obnanatenst nHGopManuu (3aKkazunka) B ciydae ux paszpadorku mo [OCT P UCO/MBK 27001
"UudopmaninonHas TexHOJIOTHUS. MeTolbl U cpeacTBa odecrieueHus: O6e3omacHOCTH. CHCTEMBI
MEeHeKMeHTa HH(OopMaImoHHOW Oe3omacHocTu. TpeboBaHus", a TakKe MOJTUTHK 00€CTICUCHUS
uH(OPMAIIMOHHONW OE30MacHOCTH ofepaTopa ©  YINOJIHOMOYEHHOTO JIMI[a B 4YacTH, HeE
MIPOTHBOPEYAIICH MOJUTHKAM o0anaresns nHdopmaiuu (3aka3uuka).

Pa3zpaboTka cuctemsl 3amuThl HHGOPMAIMK HHPOPMAITMOHHON CUCTEMBI

15. Pa3paboTka cuctemsl 3amuThl HHGOpMaIuu HHPOPMAITMOHHON CUCTEMBI OPTAHU3YETCS
oOnanareneM HHGOpPMALIUU (3aKa3YHKOM).

Pa3zpabotka cucremsl 3anuThl nHGOpMaIUU HHOOPMAITMOHHOW CHCTEMBI OCYIIECTBISICTCS
B COOTBETCTBHH C TEXHHUYECKUM 3a/laHHEM Ha CO3[aHHe MH(POPMALMOHHOM CUCTEMBbI U (WIIH)
TEXHUYECKUM 3aJlaHueM (YaCTHBIM TEXHUYECKUM 33JaHHEM) Ha CO3[JaHUE CHCTEMBbl 3alllUThI
uHpopmanun uHPopMaunoHHoil cuctembl ¢ yderom ['OCT 34.601 "WndopmanmoHHas
TexHojorus. Komiieke ctaniapToB Ha aBTOMaTU3UPOBAHHBIE CUCTEMbI. ABTOMAaTH3UPOBAHHBIE
cuctembl. Ctaguu co3mpanus” (manee - TOCT 34.601), TOCT P 51583 u 'OCT P 51624 u B Tom
YHClie BKIIIOYAeT:

MIPOEKTUPOBAHKE CUCTEMBI 3aIUTHI HH(POpMAIIUK NHHOPMAIITMOHHON CHCTEMBI;

pa3paboTKy OSKCIUTyaTallMOHHOM JOKYMEHTAallMM Ha CHCTeMY 3alUuThl HH(QOpMAaIIH
UH(POPMALIMOHHON CUCTEMBI;

MaKeTHPOBAHME U TECTUPOBAHUE CHUCTEMBbl 3alIUThl HHQOpMALMK HHPOPMAIIOHHOM
CUCTEMBI (TIPU HEOOXOJUMOCTH).

Cucrema 3amuThl “HPOpMAMK UHGOPMAIIMOHHON CUCTEMBbl HE JIOJIKHA MPEMsITCTBOBAThH
JOCTIKEHUIO 1IeTiel co31aHus HH()OPMAIIMOHHON CHCTEMBI U €€ (yHKIIMOHUPOBAHUIO.

[Ipu paspaboTrke cucTeMbl 3amUThl WHPOpMANMU HWHPOPMAIMOHHONW  CHCTEMBI
YUUTBIBACTCS €€ MH(POPMAITMOHHOE B3aUMOJICHCTBHE C MHBIMU MH(POPMALMOHHBIMUA CHCTEMaMH
1 UHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIMA CETSMH, B TOM 4YHCJIE€ C HWH(OPMALUOHHBIMU
CHUCTEMaMH YIIOJIHOMOYEHHOTO JIMIA, a TakXe MPUMEHEHHE BBIYMCIUTEIbHBIX PECYpPCOB
(MOIITHOCTEH ), MPEOCTABISIEMBIX YIIOTHOMOYEHHBIM JIMIIOM 71 00paO0TKH MHGOPMAITHH.

15.1. TIpn npoeKTUPOBAaHUH CUCTEMBI 3aLTUTHI HH(POPMAIIMU HHPOPMALIMOHHON CUCTEMBI:

OTIpEEIAIOTCA THUIBI CYyOBEKTOB JOCTyna (MOJb30BaTENM, MPOLECChl U UHBIE CYOBEKTHI
IoCTyna) W OOBEKTOB JOCTYMA, SBISIONIMXCA OOBEKTAMH 3alUThl (YCTPOMCTBA, OOBEKTHI
¢aiinoBoil cucTeMbl, 3alyCcKaeMble M HCIOJHSEMbIE MOIYJIU, OOBEKThl CUCTEMbI YIpPaBIECHUS
0a3aMu JaHHBIX, OOBEKTHI, CO3/IaBa€MbIe MPHUKIAJTHBIM TPOTPAMMHBIM OOecreueHreM, HHbIC
00BEKTHI TOCTYTIA);

OTIPENIENIAIOTCS METOJbl YIPABJICHUS JAOCTYIOM (AMCKPEIIMOHHBIN, MaHIATHBINA, POJIEBOM
WIM WHBIE METOJIbI), THUIBI AOCTYMa (YTEHUE, 3aMKCh, BHIIOJHEHNE WM MHbBIE TUIIBI IOCTyNA) U
IpaBUiIa pa3rpaHUYeHHs JOCTYIA CyOBEKTOB JIOCTYyIa K 00BEKTaM JOCTyIa (Ha OCHOBE CITMCKOB,
METOK 0€30MacHOCTH, POJICH W MHBIX MPABWII), MOJUICKAIINE peaTu3aiui B WHOOPMAITMOHHOM
CHCTEME;

BBIOMpAIOTCS MEpHI 3alIUThl HHGOPMAIUH, TOJUIekKAIINE pealn3alii B CUCTEME 3alUThI
uHpopManuu HHPOPMAITMOHHONW CUCTEMBI;

ONpEAENSAIOTCA BHABI W THUMBl CPEACTB 3allMThl HHpOpManuu, OOeCreurBaoIne
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peaTM3aIio TEXHUIECKUX MEp 3aIlUThl HH()OPMALINH;

OTIpe/IeNsAeTCsl CTPYKTypa CHUCTEMbl 3alluThl MH(pOpManuu HHPOPMALMOHHOM CHCTEMBI,
BKJIIOYasl COCTaB (KOJIMYECTBO) U MECTA PAa3MEIIECHUS €€ HIEMEHTOB,;

OCYIIECTBISIETCS BBIOOP CPENCTB 3alUThl WH(OpManuu, CepTUOHUIMPOBAHHBIX Ha
COOTBETCTBUE TpeOOBaHUSAM IO Oe30macHOCTH HH(OPMAIUM, C YYETOM HUX CTOMMOCTH,
COBMECTUMOCTH C MH(OPMALMOHHBIMUA TEXHOJIOTUSIMH U TEXHUYECKUMU CPEACTBaMH, (QyHKUINN
0€30IIaCHOCTH 3THX CPEACTB U OCOOEHHOCTEH MX pealn3alluy, a TaKXkKe Kiacca 3allUIEHHOCTH
WH()OPMAITMOHHON CHCTEMBI,

ONPENeNIAIOTCA ~ MapaMeTpbl  HACTPOMKH  MPOrpaMMHOrO  oOecmeueHHs,  BKJIIOYast
porpaMmMHOe 00ecIieueHne CPECTB 3aUThl HHPOpMAIUU, 00SCTICUNBAIONINE PEATH3AIIAI0 MEP
3alUTEl MHPOPMAIUH, a TaKXKe YCTPaHEHHE BO3MOXKHBIX YS3BUMOCTEH HH(OPMAIIMOHHOMI
CUCTEMBI, PUBOASIINX K BOSHUKHOBEHUIO yIrpo3 0€301MacHOCTH MH(POpMAIUY;

OTIPEACTSAIOTCS MEphl 3alUThl HHPOPMAIMK TPU MHPOPMAIIMOHHOM B3aHMMOJICHCTBUH C
UHBIMU  MH(QOPMAIIMOHHBIMM CHCTEMaMH M  HH(POPMAIIMOHHO-TEJIEKOMMYHHUKALIMOHHBIMU
CETSIMH, B TOM YHCIIe C HHPOPMAIIMOHHBIMHI CUCTEMAaMH YIIOJTHOMOYEHHOTO JIUIIA, a TAaKXKe TMpU
MPUMEHEHUN BBIYUCIUTEIBHBIX PECYPCOB (MOIIHOCTEH), IPEIOCTABISAEMbIX YITOJIHOMOYEHHBIM
JUIOM T 00paboTKH WH(OPMALIUH.

Pe3ynbTaThl IpOEKTUPOBAHMS CUCTEMBI 3alIUTHl HH(OpPMAaLUK HHOOPMALIMOHHONW CHCTEMBI
OTPaXKAIOTCSI B MPOEKTHOM JOKYMEHTAMU (3CKU3HOM (TEXHHUYECKOM) MpPOEKTe W (Wiu) B
paboueld JOKyMEHTalWH) Ha HWH(GOPMAIMOHHYIO CHUCTEMY (CHCTEMYy 3amuThl HHGOpMAIUU
UHPOPMALIMOHHOM cucTeMbl), paspadarsiBaeMbix ¢ ydetoM ['OCT 34.201 "UndpopmanmronHas
TexHojorus. KoMriekc ctaHaapToB Ha aBTOMaTU3UPOBAHHBIE CUCTEMBL. BUbl, KOMITJIEKTHOCTD
U 0003Ha4YeHHE JTOKYMEHTOB MNpPU CO3JIaHMHM aBTOMAaTH3MpoBaHHBIX cucteM" (manee - [OCT
34.201).

[IpoekTHass qOKyMeHTaIusi Ha WH(OOPMALMOHHYIO CUCTEMY M (WJIHM) €€ CUCTEMY 3allUThI
uH(pOpMallMK TOJJIEKAT COTJIACOBAHUIO C ONEpaTopoM HMH(OPMALMOHHOW CHUCTEMBI B CiIydae,
€CJIM OH OIPEJEIIEH TAaKOBBIM B COOTBETCTBUHU C 3aKOHOAATENLCTBOM Poccuiickoit Penepaunu K
MOMEHTY OKOHYaHMsI TNPOEKTHUPOBAHUS CHCTEMbI 3alluThl HH(pOpManuu HHEGOPMALUOHHON
CUCTEMBI U HE SIBIISIETCS 3aKa34MKOM JaHHONW MH(GOPMAITMOHHON CHCTEMBI.

[Ipu oTcyTrcTBUM HEOOXOIUMBIX CPENCTB 3alllUThl HH(OpMaLMU, cepTU(PHUIMPOBAHHBIX HA
COOTBETCTBUE TpeOOBaHUSAM 1O Oe30macHOCTH HH(GOPMAIMK, OpraHu3yercs: pa3padoTka
(mopaboTka) cpeACTB 3amuThl WHDOpPMAIMM W WX CcepTUPUKAIMSI B COOTBETCTBUU C
3aKoHOAaTenbCcTBOM Poccuiickonn denepauuu WM MPOU3BOAUTCS KOPPEKTUPOBKA IPOEKTHBIX
pemeHui Mo WHGOPMAIIMOHHON cUcTeMe U (MJIM) €€ CHCTeMe 3alluThl HH(OPMAIUU ¢ yIETOM
(YHKIIMOHATBHBIX BO3MOXHOCTEH HMMEIOIIUXCS CePTH(PUIIMPOBAHHBIX CPEACTB  3aITUTHI
nHpopmanuu.

15.2. Pa3paboTka 3KCIUTyaTallMOHHON MOKYMEHTAllMM Ha CHCTEMY 3aIlUThl MHPOPMALUU
MH(OPMALIMOHHONW CHCTEMbI OCYILECTBIISIETCS B COOTBETCTBMM C TEXHUYECKUM 3aJjaHHEM Ha
co31aHne HHPOPMAITMOHHON CUCTEMBI U (M) TEXHUYECKUM 3a/IaHueM (JaCTHBIM TEXHHYECKUM
3aJIaHMEM) Ha CO3/IJaHWE CUCTEMBI 3alTUThl HHPOPMAIUA HHPOPMAITMOHHON CUCTEMBI.

DKcIuTyaTallMoOHHas JOKYMEHTAIHUSI Ha CHUCTEMY 3aluThl HH(MOpMauu WHHOPMAIMOHHON
cucreMsbl pazpadareiBaercs ¢ yaetom ['OCT 34.601, 'OCT 34.201 u I'OCT P 51624 u nomkHa B
TOM YHCJIE€ COJIEPXKATh OMHUCAHHE:

CTPYKTYPbI CUCTEMBI 3a1UThI HH()OpPMALIUK HHOPMAITUOHHON CHCTEMBI;

COCTaBa, MECT YCTaHOBKH, MapaMeTPOB U TOPSAKA HACTPOWKH CPEICTB 3allUThI
uH(pOpMali, TPOrPaMMHOT0 00ECTIeYeHHs] U TEXHUYECKUX CPE/ICTB;

MIPAaBIJI AKCILTyaTaI[MN CUCTEMBI 3aIUThI HH(pOpMau HHOOPMAITMOHHONW CUCTEMBI.

15.3. Ilpu wMakeTHpOBaHMM W TECTUPOBAHUH CHCTEMBI 3alIUTHl  HHGOPMAITUH
UH(POPMALIMOHHON CUCTEMBI B TOM YHCJIE OCYIIECTBISIOTCS:

MpoBepKa PabOTOCIIOCOOHOCTH M COBMECTHMMOCTH BBIOPAHHBIX CPEICTB  3allUThHI
uH(popMaIuu ¢ HHPOPMAITMOHHBIMH TEXHOJOTUSIMHU M TEXHHUYECKUMHU CPEICTBAMU;

MIPOBEPKA BBIMIOJHEHUSI BHIOPAHHBIMU CPEACTBAMH 3alUTHl MH(pOpMaluu TpeOOBaHUH K
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cUcTeME 3aIuThl THPOpPMauu HH()OPMAITMOHHON CHCTEMBI;

KOPPEKTUPOBKA MPOEKTHBIX PEIICHUH, pa3pabOTaHHBIX MPH CO3AaHUHM MH()OPMALMOHHON
CHCTEMBI U (WJIM) CUCTEMBI 3aIIUTHI HHPOPMALIUU HHPOPMALITMOHHONW CUCTEMBI;

KOPPEKTUPOBKA IMPOCKTHOW M SKCIUTyaTallMOHHOW JOKYMEHTAIlMM Ha CHUCTEMY 3allUThI
uHpopManuu HHPOPMAITMOHHON CUCTEMBI.

MakeTupoBaHue CHCTEMBI 3allUThl HHGOPMAIMH HHGOPMAIMOHHON CHCTEMBI W €€
TECTUPOBAHUE MOXKET IMPOBOAMUTHCS B TOM YHCJIE C HCIOJIB30BAaHHMEM CpPEACTB M METOJOB
MOZETUPOBAaHHUS HH(GOPMAIIMOHHBIX CUCTEM U TEXHOJIOTHH BUPTYAITN3AIHH.

Buenpenue cuctemsl 3auThl ”HGOPMaAIIUU HHPOPMAIIMOHHON CHCTEMBI

16. BHeapenne cucTemsbl 3aTuThl HHGOPMAIK HHHOPMAITMOHHOW CUCTEMBI OPTaHU3YETCS
oOnanareneM HHGOpPMALUU (3aKa3YHKOM).

Buenpenue cuctemsl 3auThl HHGOPMaUu MHPOPMAIIMOHHON CUCTEMbI OCYLIECTBIISIETCS
B COOTBETCTBUU C IPOEKTHOM M DSKCIUIyaTallUOHHOM JIOKYMEHTALMEW Ha CUCTEMY 3allUThI
uH(popMalu HHGOPMAITMOHHON CUCTEMBI U B TOM YHCJIE€ BKIIFOYAET:

YCTaHOBKY M HACTPOMKY CPEICTB 3alIUThl HH(POpMaIK B HH(OPMAILIMOHHOHN CUCTEME;

pa3paboTKy [OKYMEHTOB, ONpEACNSAIONMX TpaBuia M MPOLENypbl, pealn3yeMble
orepaTopoM sl o0ecreyeHns 3auThl HHGOpMaMu B MHPOPMALMOHHONW CUCTEME B XOJE €€
JKCITyaTaluu  (Jajiee - OpraHU3alMOHHO-PACHOPSAUTENbHbIE JOKYMEHTBl IO  3aluTe
uH(pOpMaLUN);

BHEJPEHHE OPTaHU3AI[MOHHBIX MEp 3alUThl HH(OPMaLINK;

NpeBapUTENIbHBIE HUCMBITAHUS CUCTEMBl 3allUThl HH(oOpManuu HHGOPMAIIMOHHON
CUCTEMBI;

OTBITHYIO SKCIUTYaTalUIO0 CUCTEMBI 3alIUTHI HH(OpMAMKU HHPOPMALIMOHHON CUCTEMBI;

aHaJIM3 ySA3BUMOCTEH MHPOPMAIIMOHHOM CHCTEMBI U MPUHSITHE MEP 3allUThl HH(OpPMALIUN
10 UX YCTPAHEHUIO;

MIPUEMOYHbBIE UCTIBITAHUSI CUCTEMBI 3aIIUTHI HHPOpMAIK HUH(POPMALIMOHHONW CUCTEMBI.

K BHenpeHHIo cUCTeMBI 3alUThl HHPOpMAUU HH()OPMAITMOHHONW CHCTEMBI IPUBJIEKAETCS
orepaTop HHGOPMAIITMOHHON CUCTEMBI B CIIydae, €CIM OH OINpeesieH TAKOBBIM B COOTBETCTBHH C
3aKoHOAarenbCcTBOM Poccuiickonn ®Penepauv K MOMEHTY BHEAPEHHSI CUCTEMBI 3allUTHI
uHpopMalu  UHGOPMAIIMOHHOW  CHUCTEMBbl W  HE  SBISETCS  3aKa3uuKOM  JTaHHOMU
UH(POPMALIMOHHOHN CUCTEMBI.

16.1. YcraHoBka W HACTpOWKa CpEICTB 3amMThl WH(OpManuu B WHPOPMAIMOHHOMN
CUCTEME JIOJDKHA IPOBOAMTHCS B COOTBETCTBUM C HKCIUIyaTallMOHHOM JOKyMEHTalMeW Ha
CUCTEMY 3alIUThl MH(pOpMAIMK HH(YOPMALIMOHHOW CHUCTEMBbl M JTOKyMEHTallMeld Ha CpencTBa
3aMUTHl UHOOPMALIHH.

16.2. Pa3zpabGarbiBaeMble OpPraHU3aMOHHO-PACIIOPSAUTEIIbHBIC JTOKYMEHTHI I10 3aluTe
UH(OPMALIUHU TOJDKHBI ONIPEEIATh MPaBUiIa U MPOLEAYPHI:

yopaBieHUsl (aIMUHUCTPUPOBAHUS) CUCTEMOU 3amUThl WH(pOpManuu WHEGOPMAITMOHHOM
CUCTEMBI;

BBISIBIICHUSI WHIMJICHTOB (OJHOTO COOBITHS WM TPYNIBI COOBITHI), KOTOPHIE MOTYT
IPUBECTH K COOSM WIJIM HApYIIEHUIO (DYHKIIMOHUPOBAHUS UH(OPMAIIMOHHON CUCTEMBI U (WJIH) K
BO3HHKHOBEHHIO yrpo3 0e30MmacHOCTH MH(popMaruu (1anee - UHIMACHTHI), M1 PearnpoBaHUs HA
HUX;

yopaBieHUsT KOHPUTypaleld aTTeCTOBAaHHOW HH(POPMAIIMOHHOW CHCTEMBl U CHCTEMBI
3alUTh UHQOpMAIMKM HHPOPMALIMOHHOMN CUCTEMBI,

KOHTpOJIsI (MOHHUTOPHHTA) 3a OOEeCleYeHWeM YpPOBHS 3allUIEHHOCTH WH(OpMaIuu,
coJieprkanieiicst B MHQOPMAIIMOHHOM CHCTEME;

3amuThl MHGOpPMAILMU MPHU BBIBOJE M3 SKCIUTyaTalldd HMH(POPMAIIMOHHON CHCTEMBI WIH
10CJIe IPUHATHUS pelIeHust 00 OKOHYaHUN 00pabOTKU MH(POPMAIUH.

16.3. Tlpu BHeApeHUH OpPraHU3aIMOHHBIX MEP 3alIUThI MH(POPMAIIUUA OCYIIECTBIISIOTCS:
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peanMzanysi NpPaBUI pPa3TPaHUYEHHUs JIOCTyNa, PErVIAMEHTUPYIOLUIMX IIpaBa JoCTyIa
CyOBEKTOB JocTyna K OObEeKTaM JOCTyNa, M BBEJEHHWE OrpaHWYeHHM Ha JedcTBUs
NOJIb30BaTENeH, a TaKkKe Ha M3MEHEHHE YCIIOBHH SKCIUTyaTalldd, COCTaBa M KOH(UTYpaIUH
TEXHUUYECKUX CPEICTB U MPOTPAMMHOI0 00ECIICUEeHNUS;

IIPOBEpPKA IIOJIHOTHl M JETaIbHOCTU ONMCAHUA B OpPraHU3allOHHO-PACIOPSAIUTENBHBIX
JOKYMEHTax I10 3amuTe WHPOpMAMK JEHCTBUNM TIOJIb30BATEIEM W aJIMHHUCTPATOPOB
UH(POPMALIMOHHOM CUCTEMBI 110 peaTu3allii OPraHU3allMOHHBIX Mep 3aIUThl HHPOPMAaLUY;

OoTpabOTKa JEHCTBMM JIOJDKHOCTHBIX JIMII M TOJPA3JeieHUi, OTBETCTBEHHBIX 3a
peanu3aiuio Mep 3auTsl HHPOpMaIum.

16.4. TlpenBapuTenbHbIE MCIBITAHUS CUCTEMBI 3alIUThI WHGOpPMAIUU HHPOPMAIIMOHHON
cucreMbl mpoBogsaTcst ¢ yderom ['OCT 34.603 "HudopmarnuoHHass TexHOJIOTUS. Buel
ucrnbITaHui aBToMaTu3upoBaHHbIX cucteM" (manee - OCT 34.603) u BKIIOYAIOT IPOBEPKY
paboTOCIOCOOHOCTH CUCTEMBI 3alUThl MHGpOpMaUKd HH()OPMAIIMOHHOW CHCTEMBI, a TaKKe
MPUHITHE PELICHUS O BO3MOKHOCTH OMNBITHOM SKCILTyaTallid CHCTEMBbI 3alllUThl WH(OpMALUU
UH(POPMALIMOHHOMN CUCTEMBI.

16.5. OnbITHAS SKCIUTyaTalysl CUCTEMBI 3alIUThI HH(POpMani HHPOPMAITMOHHON CUCTEMBI
npoBogutcs ¢ yuetoM ['OCT 34.603 u BkiIo4aeT NpOBEpKY (YHKIMOHHUPOBAHUS CHUCTEMBI
3aUThl HH(QOpPMalUK HH(OOPMALIMOHHONW CHUCTEMBI, B TOM UYHCJIE PEATM30BAHHBIX MEp 3alUThI
uHpOpMallMK, a TaKKe TOTOBHOCTH IOJB30BATENICH W AAMUHUCTPATOPOB K AKCIUTyaTallHH
CUCTEMBI 3alUThl HHPOpMAIIUU HHPOPMAIIIOHHON CHCTEMBI.

16.6. Ananu3 ys3BUMOCTEed WH(POPMALMOHHON CHUCTEMBI NMPOBOAMTCSA B LENIAX OLEHKU
BO3MOXXHOCTH TPEOJOJICHUSI HAPYUIUTENIEeM CHCTEMBbI 3alUThl HHPOpMaAuu UH(DOPMALIMOHHON
CHCTEMBI U MPEAIOTBPAIICHUS peAIn3alluu YIpo3 0€30MacHOCTH HH(POPMAIIH.

AHanmu3 ys3BUMOCTEeH WHOOPMAIMOHHOW CHCTEMBI BKJIIOYAECT aHAIM3 YA3BUMOCTEH
CPeACTB 3alMThl HHGOpPMAIMM, TEXHHUYECKUX CpPEACTB M IMPOTrPaMMHOrO OOeCTeUeHHS
WH()OPMAITMOHHOW CHCTEMBI.

[Ipu ananmuse yA3BUMOCTEH WH(GOPMAIMOHHON CHUCTEMBI TIPOBEPSETCS OTCYTCTBUE
U3BECTHBIX YA3BUMOCTEH CpEJCTB 3allUThl HH(OpPMALMK, TEXHUYECKUX CpPEACTB U
IPOTPaMMHOT0 O0eCIedeHusi, B TOM UHCIE€ C Yy4eToM HH(OpManuu, HMEIomencs vy
pa3paboOTYMKOB U TIOJYYEHHOW U3 JAPYTrUX OOILIEAOCTYNMHBIX HCTOYHUKOB, MPaBUIBHOCTh
YCTAHOBKH U HACTPOUKHU CPEJCTB 3aLIUTH MH()OPMAIH, TEXHUYECKUX CPEJICTB U MTPOTPAMMHOTO
obOecrieueHns, a TaKXKe KOPPEKTHOCTh paldOThl CPEACTB 3allUTHl WHGOpPMAIMKU TIPH  HX
B3aUMOJICHCTBUU C TEXHUYECKHMHU CPEACTBAMH M MTPOrPaMMHBIM 00eCTIeUeHUEM.

B cnyuyae BbIABIEHUS YSI3BUMOCTEM MH(DOPMALIMOHHOW CHUCTEMBI, MNPHUBOIAIIMX K
BO3HMKHOBEHUIO JONOJHUTENBHBIX yrpo3 0€30MacHOCTH WH(pOpMAIUU, POBOAUTCS YTOUHEHHE
MoAend yrpo3 OesomacHOCTH HWHGOpPMAIMM W TPH  HEOOXOJUMOCTH  IPHUHUMAIOTCS
JOTIOTHUTETIFHBIE MEPHI 3aIlUThl HH(POPMAINK, HANPABICHHbIC HA YCTPAHCHHE BBHISBICHHBIX
YSI3BUMOCTEH WM MCKIIIOYAIOLIUE BO3MOXKHOCTh HCIOJb30BAaHUSI HAPYIIUTENEM BbISBICHHBIX
ySI3BUMOCTEM.

16.7. TlpuemouHBIE WCHBITAHUS CHUCTEMBI 3alUThl WHOOpPMAIMU HMHPOPMAITMOHHON
cuctemsl poBoaarcs ¢ yuetoM ['OCT 34.603 u BKIIOYAIOT MIPOBEPKY BBIMOJIHEHUS TPEOOBAHHIA
K cucTeMe 3aluThl UHpopMauu UHPOPMAIIMOHHOM CHCTEMbI B COOTBETCTBUHU C TEXHUYECKUM
3aJaHleM Ha co3/laHue WH(GOPMAIIMOHHON CUCTEMBbI U (WJIM) TEXHHUECKUM 3aJaHHeM (YaCTHBIM
TEXHUYECKUM 3aJjlaHleM) Ha CO3JaHME CHCTEMbl 3alluThl WHGOpMaluuu HHYOPMAIMOHHOM
CUCTEMBI.

ATtTecranus HHGOPMAIIMOHHON CUCTEMBI M BBOJ €€ B JICHCTBHE

17. Arrecranus MH()OPMAIIMOHHONW CHCTEMBI OpraHu3yercsi obiagaresneM HH(pOpMaIuu
(3aKa3YMKOM) WJIM ONEPAaTOPOM M BKIIOYAET IPOBEICHHE KOMIUIEKCA OPTaHM3alMOHHBIX H
TEXHUYECKUX MEPONpPHUATHH  (aTTeCTALMOHHBIX HCIBITAaHWH), B  pe3ylbTaTe KOTOPBIX
HOATBEPKAACTCA COOTBETCTBUE CHUCTEMBI 3AIIUTHl MH(GOPMALIUK HWHPOPMAIIMOHHOW CHCTEMBI
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HactosmuM TpeGoBaHUAM.

17.1. B xadyecTBe MCXOIHBIX JAAHHBIX, HCOOXOIUMBIX ISl aTTeCTAllMK WH(POPMAITMOHHOM
CHCTEMBI, HUCHOJB3YIOTCS MOJENb Yrpo3 Oe30omacHOCTH WHGPOpMAlMU, aKT KiIacCU(UKAIUH
MH(POPMALIMOHHOM CUCTEMBI, TEXHUYECKOE 33aJaHHE Ha CO3JaHue MH(OPMALIMOHHON CUCTEMBI U
(M) TEeXHUYECKOe 3aJaHKe (JacTHOE TEXHMUYECKOE 3aJ[aHKe) Ha CO3JIaHHE CHUCTEMbI 3allUThI
UHpOpMaLUU MHPOPMALMOHHON CHCTEMBI, IPOEKTHASL U HKCIUIyaTAl[MOHHAs JTOKYMEHTAlUs Ha
cUcTeMy  3aluThl  WHpopMalMM  MHOOPMAIIMOHHONW  CHUCTEMBI,  OpraHM3alMOHHO-
pacnopsauTenbHble JOKYMEHTBl MO 3alliuTe MH(OPMAIMK, Pe3yibTaThl aHAIN3a YSI3BUMOCTEH
UH(POPMALIMOHHON CHCTEMBI, MaTepHajbl MPEIBAPUTEIBHBIX W MNPUEMOYHBIX HCIBITAHHUH
CHCTEMBl 3alUThl HWH(pOpMALMU HHOOPMAIMIOHHONW CUCTEMbI, a TaKKe HWHbIE JOKYMEHTHI,
pa3pabaTbiBaeMble B COOTBETCTBUHU C HACTOSAIIMMHU TpeOoBaHUAMU.

17.2. Attectamnus nHQOPMAITMOHHON CUCTEMBI POBOJAUTCS B COOTBETCTBUU C MTPOTPaMMOit
U METOJMKAMH aTTEeCTALMOHHBIX UCIBITAaHUN 10 Hayasa 00paboTKH MH(POPMAIIUH, TOJIeKAIICH
3aluTe B MHPOPMaLMOHHON cucteMe. [liid mpoBeaeHus arTecTaluu HHPOPMAIIMOHHONW CUCTEMBI
NPUMEHSIOTCS HAIIMOHAJIbHBIE CTAHAAPTHI, @ TAaKXKe METOAMUYECKUE JOKYMEHTHI, pa3paboTaHHbIE
n yreepxkaeHHbie @®CTOK Poccun B cooTBeTcTBUU ¢ MOANYHKTOM 4 nyHkTa 8 I[lonoxkeHus o
DenepanbHOil Cily)k0e MO TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO, YTBEPKACHHOTO YKa3zoM
[Ipesunenta Poccuiickoit ®enepamuum ot 16 aBrycra 2004 r. N 1085.

[Io  pe3ynpTaraM  aTTECTAllMOHHBIX  MCIBITAHUH  OQOPMIISIIOTCS  MPOTOKOJIBI
aTTECTAllUOHHBIX HCIBITAHUH, 3aKIIOYEHHE O COOTBETCTBUM HMH()POPMAIMOHHONW CHUCTEMBI
TpeOOBaHUSAM O 3alIUTe MH(POPMALMU M aTTECTaT COOTBETCTBHS B CIydae MOJOKHUTEIbHBIX
Pe3yJIBTaTOB aTTECTALlMOHHBIX UCIIBITAHUN.

17.3. Honyckaercst aTTecTanys HHPOPMALMOHHOW CHCTEMBI Ha OCHOBE pE3yJbTAaTOB
aTTECTAllMOHHBIX HCIBITAHUM BBIIEJICHHOTO HAabOpa CErMEHTOB HMH()OPMAIMOHHOW CHUCTEMBI,
peaTu3yoIuX MOJHYI0 TEXHOJIOTHIO 00paboTKU HH(OPMAITIH.

B oTrom ciydae pacnpocTpaHEHME aTrTecTara COOTBETCTBUS Ha JPYTME CETMEHTBI
UH(POPMALIMOHHON CHUCTEMbI OCYLIECTBISIETCS IPH YCIOBHMM HX COOTBETCTBUS CErMEHTaM
MH(POPMALIMOHHOM CUCTEMBI, IPOILEAIINM aTTECTAMOHHBIE UCTIBITAHUS.

CerMeHT CuUMTaeTcs COOTBETCTBYIOIIMM CEIMEHTY MH(OPMAIMOHHONW CHUCTEMBI, B
OTHOILEHUHM KOTOPOrO ObUIM NPOBEJEHBI ATTECTAL[MOHHBIE WCIBITAHMS, €CIM A yKa3aHHbBIX
CeTMEHTOB YCTAHOBJICHBI OJMHAKOBBIC KIJIACCHI 3alUIIEHHOCTH, Yrpo3bl OE30MaCHOCTH
UH(pOPMaLIUH, peaIn30BaHbl OJJUHAKOBBIE IPOEKTHBIE PELICHUS 110 HH(POPMALIMOHHOM CHCTEME U
€e CUCTeMe 3alIUThl HH(OPMAIIHH.

CooTBeTcTBHE CErMEHTA, Ha KOTOPBIM pacHpOCTPAaHAETCS aTTECTaT COOTBETCTBHA,
CerMEHTY HWH(POPMAIMOHHOM CHUCTEMBI, B OTHOWICHMH KOTOPOro OBUIM  IPOBEACHBI
aTTECTallUOHHBIC  HUCIBITAHUSA, TOATBEPKAACTCA B XOI€ IPHUEMOYHBIX  HCIBITAHUN
UH(POPMALIMOHHOMN CUCTEMBbI UJIM CErMEHTOB MH(OPMALIMOHHON CUCTEMBI.

B cermentax MH(pOPMAIMOHHON CHUCTEMBI, Ha KOTOpBIE PACHpPOCTPAHAETCS aTTecTaT
COOTBETCTBUS, ONEPATOPOM OOECIEUNBACTCS COOJIIOJICHHE SKCILTyaTallMOHHON JIOKYMEHTAIHH
Ha CHUCTeMY 3aluThl MH(QOpMaUuu HHMOPMAIMOHHOW CHUCTEMbl M  OpPraHU3allMOHHO-
pacropsaIUTeIbHBIX JOKYMEHTOB I10 3aIIUTE UH()OPMAIIHH.

OcobeHHOCTH — aTrTecTalud HMH(OPMAIMOHHONW CHCTEMBI Ha OCHOBE pPE3yJIbTaTOB
aTTEeCTAllMOHHBIX MCIIBITAHUHN BBIIEICHHOr0 Habopa e CerMEeHTOB, a TAK)KE YCIIOBHS U MOPAIOK
pacnpocTpaHeHHsl aTTecTara COOTBETCTBHUS Ha JIPyTMe CErMEHThl MH(POPMALMOHHOM CHCTEMBbI
ONpEACNAIOTCd B NPOrpaMME U METOJUKAX aTTECTAllMOHHBIX MCIBITAaHWM, 3aKIIOUEHUH U
aTTecTaTre COOTBETCTBUS.

17.4. IloBTopHast arTectanusi HH()OPMAIMOHHOW CHCTEMBI OCYIIECTBIIAECTCS B Cllydyae
OKOHYAHUS CPOKa JCHCTBHs aTTeCTaTa COOTBETCTBHs WJIM IOBBIIICHUS KJIACCa 3AIMIIEHHOCTH
uHpOpMaMOHHOM cucTeMsbl. [lpu yBennueHnn cocraBa yrpo3 0€30mMacHOCTH HH(DOpMAIUN UK
WU3MEHEHUs IIPOCKTHBIX PpEUICHWM, PpEaJlu30BAHHBIX IIPU CO3JAaHMM CHCTEMBI 3aIUTBhI
uHpopManuu HH(YOPMAITMOHHOW CHCTEMBI, IMPOBOAATCS JIOTOJIHUTEIBHBIE AaTTECTAllMOHHbIC
WCIBITaHUA B PAMKaXxX JEHCTBYIOIIErO aTTeCTaTa COOTBETCTBUS.
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17.5. Box B nelictBue WH(MOPMALMOHHONW CUCTEMBI OCYIIECTBISIETCS B COOTBETCTBHUH C
3akoHo1aTeabcTBOM Poccutickoit deneparuu 06 nHpopManuu, THPOPMAITMOHHBIX TEXHOJIOTHSIX
u o 3amute nHdopmaryu u ¢ yuerom 'OCT 34.601 1 npu HaTM4IKUK aTTECTaTa COOTBETCTBHSL.

Obecneuenue 3aUThl HHPOPMAIIUU B X0/I€ SKCIUTyaTallul
aTTECTOBAHHON MH(GOPMAITMOHHOW CHUCTEMBI

18. OOecreuenne 3ammThl HWHPOPMAIMM B XOJ€ OKCIUTyaTallMd aTTECTOBAHHOM
UHPOPMALIMOHHOM  CHUCTEMBI  OCYIIECTBISICTCS ~ ONEPaTOpOM B COOTBETCTBHHU  C
9KCIIJTyaTallMOHHON JOKyMEHTAallMed Ha CUCTeMY 3alluThl MH(OpPMALUU U OpPraHU3AIMOHHO-
pactopsAUTENbHBIMEA JOKYMEHTAMU TI0 3aIUTe HHPOPMAIIMH U B TOM YUCJIC BKIIFOYALT:

yropasieHue (aIMUHHCTPUPOBAHWE) CHUCTEMOW 3amuThl WHMOpMAIMu WHOOPMAITMOHHOM
CHCTEMBI;

BBISIBJICHHE MHLUJCHTOB U pearipoBaHUE HA HUX;

yIlpaBiieHue KOH(pUrypauueil aTTecTOBAaHHOM MH(POPMALMOHHON CHUCTEMBI U €€ CHCTEMBI
3amuTHl THGOPMAIIHH;

KOHTpPOJIb (MOHUTOPHHI) 3a OOECIIEYEHHEM YPOBHS 3aIlMIIEHHOCTH WH(OpMAIHH,
cojiepxkarieicss B uHOOPMaAITMOHHON CHCTEME.

18.1. B xome ympaBieHus (aAMUHUCTPUPOBAHMS) CHUCTEMOH 3alMTHl HH(POPMALUU
MH(OPMaLIMOHHON CUCTEMBI OCYILIECTBISIOTCS:

3aBeJICHHE M YJaJICHHE YYETHBIX 3aluceil Mojb30BaTesield, ynpaBiIeHUE MOJTHOMOUYUSMHU
noJib30BarTesel nHGOPMAIMOHHON CUCTEMBI U MOJAIep)KaHUEe MPAaBUJI pa3rpaHUyYeHHs JOCTYyIa B
UH(POPMALIMOHHOM CUCTEME;

yIpaBieHUE CPeACTBAMH 3aIIUThI HHPOPMAIMK B UHPOPMAIIMIOHHOM CHCTEME, B TOM UHCIIe
napamMeTpamMM HacTPOMKH MpPOTrpaMMHOTO oOecreueHHs], BKJIIoYas MporpaMMHOe oOecrieueHHe
CPEICTB  3alIUThl MHGOpPMALMM, YOpaBIE€HHWE YYETHBIMH 3alHCSIMH  IOJIb30BaTesei,
BOCCTaHOBJICHHE Pa0OTOCIIOCOOHOCTH CPEACTB 3alUTHl MH(POPMALUU, TE€HEepaIfio, CMEHY H
BOCCTAHOBJICHUE MTAPOJIEH;

yCTaHOBKa OOHOBJICHMH MpPOrpaMMHOTO  OOECNedeHHus, BKIOYasg IMPOrpaMMHOE
obecrieueHne CpenCTB 3aIIUTHI nHpopmauu, BBIITYCKAEMBIX  pa3paboTYMKaMu
(TpOU3BOAUTEISIMH ) CPEJICTB 3aLTUTHI HHGOPMAITUHU WU TIO UX TIOPYICHHIO;

LEHTPAJTU30BaHHOE YIPaBIECHUE CHCTEMOM 3amMThl HHPOpMAUK HHPOPMAIIOHHOM
CUCTEMBI (TIPU HEOOXOMMOCTH);

perucTpanusi U aHadu3 COOBITHI B MH(POPMAIMOHHON CHCTEME, CBA3AHHBIX C 3aIUTOU
uH(popMaluu (1anee - COObITHS OE30MaCHOCTH);

nH(pOpMUpOBaHUE TOIB30BaTENCH 00 yrpo3zax Oe3omacHOCTH WHGOPMAIMH, O MPaBHIIAX
OKCIUTyaTalliM CHUCTEMBI 3aluThl HHPOpMANuK WHOOPMALIMOHHOW CHCTEMBI U OTACIBHBIX
CPENCTB 3alIUThl HHPOPMAIIUH, & TAK)KE UX O0YUCHHE;

COIIPOBOKACHNE (PYHKIIMOHUPOBAHUS CHUCTEMbI 3aIlUTHl MH(POpPMAIUK UHGOPMAIIMOHHON
CUCTEMBI B XOJI€ €€ IKCILTyaTalluu, BKII0Yasi KOPPEKTUPOBKY IKCIUTYaTallHOHHOM TOKyMEHTaluN
Ha HEE U OPTaHU3AI[MOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTOB TI0 3aIUTe HHPOPMAIUH;

18.2. B x0/¢€ BBIABICHUSA UHIIUJECHTOB U PEarupOBAHMS Ha HUX OCYIIECTBIISIOTCS:

oTpe/ieNIeHUE JIUIl, OTBETCTBEHHBIX 32 BBISIBIICHUE UHIMICHTOB U pEarnpoBaHKE HA HUX;

oOHapyXeHHe M HUJIeHTU(PUKALUS WHUUICHTOB, B TOM YHCJIE OTKa30B B OOCIY)KHBAaHUH,
cboeB (mepe3arpys3ok) B paboTe TEXHUYECKHX CPENICTB, IPOrPaMMHOTO 00ECIICUEHUS U CPEICTB
3alUThl HH(GOpPMaLMY, HAPYILIEHUH PAaBUJI pa3rpaHUUEHUs JOCTYIa, HEPABOMEPHBIX IeHCTBUN
o c6opy nHpopmanuu, BHEAPEHUH BPETOHOCHBIX KOMIBIOTEPHBIX MMPOTPaMM (BUPYCOB) U MHBIX
COOBITHI, TPUBOJSAIINX K BOBHUKHOBEHHUIO HHIIUACHTOB;

CBOEBpEMEHHOEe WH(GOPMHUPOBAHUE IUI, OTBETCTBCHHBIX 3a BBISBICHUE HWHIMICHTOB U
pearupoBaHl€ Ha HHUX, O BO3HHUKHOBEHHMHM WHIUJIEHTOB B HH(DOPMALIMOHHONW cHCTEME
MOJIb30BATEISIMH U aIMUHUCTPATOPAMU;

aHaJIM3 WHUUACHTOB, B TOM YHUCJIE OINpeAeJeHNEe HCTOYHHWKOB U NMPUYMH BO3HUKHOBEHUS
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WHITUICHTOB, a TAK)Ke OLIEHKA UX MOCIIEICTBU;

IUIAHUPOBAaHUE W TMPUHATHE MEp IO YCTPAHEHHUIO HWHUUACHTOB, B TOM 4YHCIE IO
BOCCTAaHOBJICHHIO HMH(OPMALMOHHOM CHCTEMBI M €€ CerMEHTOB B cllyyae OTKa3a B
o0CIyXMBaHUM WM T1ocie cO0O0eB, YCTpaHEHWIO TOCJIEACTBUNA  HapyIIeHUs IPaBHI
pasrpaHUyYeHUs] JOCTYIa, HEMPABOMEPHBIX NEHCTBUII MmO cOopy uHGOpMAIUU, BHEAPEHUS
BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOrpaMM (BHUPYCOB) M MHBIX COOBITHM, HPUBOIAIIMX K
BO3HUKHOBEHUIO UHITUJICHTOB;

IUIAHUPOBAaHUE M TPHUHATHE MEp IO MPEAOTBPALIEHUIO MOBTOPHOTO BO3HUKHOBEHHUS
UHITUICHTOB.

18.3. B xone ynpapieHus: KoHPHUTypalue aTTecTOBaHHOW MH(GOPMAIIMOHHONW CHCTEMBI U
€€ CUCTEMBbI 3aIUThl HHPOPMAITUHN OCYIIECTBISIOTCS:

nojajepkaHue KOHPUTYypauuu HWHGOPMALMOHHOW CHUCTEMbl U €€ CHCTEMBl 3alllUThI
uHpOpMaLUH (CTPYKTYPBI CHCTEMBI 3aIIUTHI HHPOPMALUU HHPOPMAITMOHHOW CUCTEMBI, COCTABa,
MECT YCTaHOBKM M MapaMeTpOB HACTPOMKH CPEACTB 3alIUThl MH(OpPMALUU, MPOrPaMMHOIO
o0ecreyeHnss U TEXHUYECKUX CPEJICTB) B COOTBETCTBHU C 3KCILIyaTallMOHHOM JOKyMEHTaIHeH
Ha CUCTeMY 3amuThl nHpopMmanuu (moanepkanue 0a30Boi KOHGUTYparuu WHOOPMAITMOHHON
CUCTEMBI M €€ CUCTEMBI 3alUThI HH(OPMALIUN);

oTpezieNieHUE JIMI, KOTOPBIM pa3pelieHbl TeUCTBUS 10 BHECEHUIO M3MEHEHHUI B 0a30BYyIO
KOH(UTYpaIuio HHPOPMAITHOHHON CHCTEMBI U €€ CHCTEMBI 3aIllUThl HHPOpPMAIIHH;

yIpaBjieHUE HW3MEHECHHSIMH 0a30BO KOH(UTypanuu HWHOOPMAIMOHHOW CHUCTEMBI M €€
CUCTEMBI 3alIUThl MHPOPMAIMH, B TOM YHUCIE OMpECIIEHHE THIIOB BO3MOXKHBIX W3MEHEHUN
0a30Boli KOH(UTYyparuu HHPOPMAIIMOHHONW CHCTEMBl M €€ CHCTEMBI 3alluThl HH(POPMAIIHH,
CaHKIIMOHMUPOBAaHME BHECEHUS H3MEHEHHH B 0a30Byl0 KOH(HUrypauuo HHPOPMALUOHHOM
CUCTEMBl U €€ CHCTEeMbI 3alllUThl MHPOpMAIUH, JOKYMEHTHUPOBAaHUE NEHCTBUM IO BHECEHUIO
U3MEHEHUH B 0a30BYI0 KOH(QUTYpalHuio HHPOPMAIMOHHOW CHUCTEMBI U €€ CHUCTEMBI 3allUThI
nH(popMaIuu, CoXpaHeHHE TaHHBIX 00 M3MEHEHHUAX 0a30BOi KOHUTYpaIruu WHHOPMAITMOHHON
CUCTEMBI U €€ CUCTEMBI 3aIIUTH HH()OPMALIUU, KOHTPOJb JEHCTBUI 110 BHECEHUIO N3MEHEHUH B
0a30ByI0 KOHPUTYpAIHI0 HHPOPMAIIMOHHON CUCTEMBI U €€ CHCTEMBI 3alIUThl HH(POPMAIIHH;

aHaTM3 TOTEHIMAJIbHOTO  BO3JAEHCTBHMS  IUIAHUPYEMBIX H3MEHEHHMH B  0a30BOi
KoHpurypanun WHOOPMAIMOHHOW CHCTEMBI M €€ CHCTeMbl 3alluThl WH(OpManuu Ha
oOecrieyeHne 3amMThl WH(GOpPMAIMK, BOSHUKHOBEHHE JOIMOJHHUTEIBHBIX Yrpo3 Oe30MacHOCTH
nHpopmaruu 1 padboToCrocOOHOCTh HHPOPMAITMOHHON CUCTEMBI;

ONpeieNicHue  MapaMeTpOB  HACTPOHKM  MPOrPaMMHOTO  OOECIEeYeHHs, BKIIOYas
porpaMMHOE OOECIeYeHUEe CPEeICTB 3amuThl HHGOPMAIMH, COCTaBa W KOH(QUTypaluH
TEXHUYECKUX CPEACTB M MPOTrPaMMHOrO OOecreueHHs! 10 BHECEHHs M3MEHEHUH B 0a30BYIO
KoHpurypamuo nHGOPMaIMOHHON CHCTEMBI U €€ CUCTEMBI 3alIUThl HHPOPMAIIUH,

BHeceHHWe wuH(popManuu (HaHHBIX) 00 W3MEHEHHWsX B 0a30BOd KOH(UTYpamuu
MH(OPMALIMOHHONW CHUCTEMBI M €€ CHUCTEMBbl 3allluThl HMH(OpPMALMU B SKCILTyaTallMOHHYIO
JOKYMEHTAIMIO Ha CHCTEMY 3allIUThl HHPOpMaIii HH)OPMAIIMOHHOM CUCTEMBIL;

NPUHATHE pelIeHHUs 10 pe3yjibTaTaM YOpaBlIeHUs KoHUrypalueil o MOBTOpPHOM
aTTecTaliid WHGOPMAIMOHHONW CHCTEMBI WM TPOBEACHHUH JOTOTHHUTEIHHBIX aTTEeCTAI[MOHHBIX
UCIIBITAaHU M.

18.4. B xome xoHTponss (MOHHTOpPHWHTra) 3a OOECNEYeHHEeM YPOBHS 3alIMIIEHHOCTU
uH(popMalnu, cofepxaiienics B ”HGOPMaLMOHHON CUCTEME, OCYIIECTBISIOTCS:

KOHTPOJb 32 COOBITUSMU  O€30MaCHOCTH W JEHCTBUSIMH  TIOJb30BaTelield B
WH(POPMAITMOHHOM CUCTEME;

KOHTPOJIb (aHAMHM3) 3alMIIEHHOCTH WHGOpMAIUH, cojepaleics B WH()OPMAIMOHHON
CUCTEME;

aHaJIN3 M OIeHKa (PYHKIIMOHUPOBAHMS CHUCTEMBI 3alUTHl MH(OpMaIy nHPOPMAITMOHHON
CUCTEMBbI, BKJIIOYas BBISBIICHUE, aHAW3 M yCTpaHEHHE HEJOCTaTKOB B (PYHKIIMOHUPOBAHUU
CUCTEMBI 3alUThl HPOPMAITUU HHPOPMAITMOHHON CHCTEMBI,

MEepUOJNYECKUM  aHalmM3  M3MEHEeHHMsT  yrpo3  Oe30macHOCTH  MHQOpMAlUu B



UH(POPMALIMOHHON CHUCTEME, BO3HUKAIOIIMX B XOJE €€ HKCIUTyaTalluy, U MPUHATUE MEp 3aIlUTHI
nH(popMaIuu B cydyae BOSHUKHOBEHHsI HOBBIX yrpo3 6e30macHOCTH HHOpMAIINH;

JOKYMEHTUPOBAaHHE MPOLEAYP U PE3YyIbTaTOB KOHTPOJS (MOHUTOPUHTA) 32 00ecIedeHneM
YPOBHS 3alIUIIEHHOCTH HH(OpMaLMY, coaepKalieiics B MHQOPMALIMOHHOW CUCTEME;

NPUHATHE PEIICHUS 10 pe3ynbTaTaM KOHTPOJs (MOHHUTOPHHIA) 3a 0OecreueHueM YpOBHS
3aMUIIEHHOCTH MH(POPMAUK O JO0pabOTKe (MOJEPHHU3AIMH) CUCTEMBI 3aIUTHl WH(POPMAIMH
UHPOPMALIMOHHON CHUCTEMBI, TOBTOPHOW arTecTaui HH(GOPMAIMOHHONW CHUCTEMbl WM
MPOBEJICHUH JIOMOJHUTEIbHBIX aTTECTAlMOHHBIX UCIIBITAHUM.

Obecneuenue 3anUThl HH(GOPMAITUH ITPH BBIBOJIE U3 IKCILUTyaTalluu
aTTeCTOBaHHOU MH(POPMALMOHHON CUCTEMBI WM MOCTE IPUHATUS
perieHust 00 OKoHYaHUU 00pabOTKH HHGOPMAITII

19. OGecrnieuenre 3ammUThl HHGOPMAIIMK TIPU BBIBOAEC W3 JIKCILTyaTallMd aTTECTOBAHHOM
UHPOPMALIMOHHOM CHUCTEMBl WM TIOCJIE€ TPHUHATUS peIIeHUus 00 OKOHYaHUU 00paboOTKH
uH(GOpMallMM  OCYIIECTBJISIETCS  OMEPaTOpOM B  COOTBETCTBUM C  OKCIUTyaTallMOHHOU
JOKYMEHTaIlue# Ha cucTeMy 3amuThl  HMH(opManuu HHOOPMAIMOHHOW CHUCTEMBI H
OpraHU3aIMOHHO-PACTIOPSAAUTENbHBIME JTOKYMEHTAMHU 110 3aluTe WH(GOPMAlUd U B TOM YHUCIIE
BKJTIOYAET:

apXuBHpOBaHKE MH(OPMALIUH, CoJepKalelcs B MH(OOPMALIMOHHON CUCTEME;

YHUYTOXKEHHE (CTHpaHME) JAHHBIX U OCTaTOYHOW MH(OpMAIMM C MALIMHHBIX HOCHTEIEH
nHpopmaluu 1 (WIM) YHUYTOKEHNE MAITMHHBIX HOCUTENCH HH(POPMAIIHH.

19.1. ApxuBupoBaHue HHPOpPMALUH, cojepxamieiics B HH(GOPMAIMOHHONH CHUCTEME,
JOJI’KHO OCYIIECTBIISATHCSA MPH HEOOXOAMMOCTH JajbHEHIEero MCHojib30BaHus MH(OpMAalUU B
NesITeIbHOCTH OTIepaTopa.

19.2. YHuutoxkeHuwe (CTUpaHHE) MAaHHBIX M OCTAaTOYHOH HMH(POPMAIMM C MAIIWHHBIX
HocuTeneil MHPOpPMauu MPOU3BOIUTCA NMPH HEOOXOIUMOCTH IMEpelayd MAIIMHHOTO HOCHTEIS
uH(pOpMallMK JIPYrOMY IOJIb30BATENI0 HHMOPMAIIMOHHOM CHUCTEMbl WM B CTOpPOHHHUE
OpraHu3aluy Uil PEMOHTA, TEXHUUYECKOT'O 0OCITYKUBAHUS UITH JAJIbHEHIIIET0 YHHUTOXCHHUS.

[Ipu BBIBOJE U3 OSKCIUTyaTallUM MAIIWHHBIX HOCUTeNled HH(OpMalMMu, Ha KOTOPBIX
OCYIIECTBISUINCh XpaHeHHe M o0paboTka wuHMOpMAIMM, OCYyIIECTBIsACTCS (pusmueckoe
YHUUTOKEHHE ITHX MAIIMHHBIX HOCUTENEH HHPOpMAaLIUH.

III. TpeGoBanus kK Mepam 3alTUThl HHPOPMAIINH, COACPKaIIEHCs
B MH(QOPMALIMOHHON CUCTEME

20. OpraHu3alMOHHBIE W TEXHUYECKHE MEpbl 3alIUThl WH(POpPMAINUH, peaJnu3yeMble B
MH(OPMALIMOHHON CHUCTEME B paMKax €€ CHUCTeMbl 3alUThl MH(OpMALUW, B 3aBUCHUMOCTH OT
yrpo3 Oe3omacHOCTH WHGOpPMAIMK, UCHONb3YeMbIX HH(MOPMALMOHHBIX TEXHOJOTHH H
CTPYKTYpHO-(DYHKIIMOHAIBHBIX ~ XapaKTepPUCTUK  HMHOOPMALIMOHHOW  CHUCTEMBI  JOJIKHBI
o0ecreunBaTh:

UIECHTU(DHUKAITIO U ayTEHTU(DUKAITNIO CYOBEKTOB JOCTYIA M OOBEKTOB JIOCTYIIA;

yIIpaBJIEHUE TOCTYIIOM CYOBEKTOB JJOCTYIA K 00BbEKTaM JI0CTYIIa;

OrpaHUYEHUE MPOTPAMMHOMN CPEIBI;

3aIUTy MAIIMHABIX HOCUTENEH HHPOpMAIIH;

perucTpanuio coObITHI 6€30MacHOCTH;

AHTUBUPYCHYIO 3aIINTY;

oOHapyxeH#ue (MPeJOTBPAIICHNUE) BTOPKCHHUI;

KOHTPOJIb (aHAIH3) 3aIIUIICHHOCTH HH(POPMAITUH;

IIETIOCTHOCTh MH(POPMAIIMOHHON CUCTEMBI U HHPOPMAIIUH;

JIOCTYIHOCTh MH(OpMAaIHH;

3aIUTY CPEelbl BUPTYaTU3allu;



3alIUTY TEXHUYECKUX CPEJICTB;

3a1uTy HHHOPMALMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3H U MEepeIayu JaHHBIX.

CoctaB Mep 3amuTsl HHGOpMaK 1 UX 6a30BbIe HAOOPHI JISi COOTBETCTBYIOIIMX KJIACCOB
3alIUIIEHHOCTH WH(GOPMAIMOHHBIX CUCTEM NpHUBEIEHbl B MNpUIoKeHHHM N 2 K HACTOSIIUM
TpeboBaHMsIM.

20.1. Mepsl mo uaeHTU(GUKAIMKA U ayTeHTU(UKAIMU CYOBEKTOB JOCTyNa U OOBEKTOB
JIOCTYTA JOJDKHBI 00ECIeYnBaTh MPHCBOCHHE CYOBEKTaM M OO0BEKTaM JIOCTYNa YHUKAIbHOTO
npu3Haka (MaeHTU(HUKATOpPA), CPABHEHHE MPEABIBIAEMOTO CYOBEKTOM (O0OBEKTOM) IOCTYIa
uacHTU(HUKATOpa C TMEpeYHeM TMPUCBOCHHBIX HWIACHTHU(PHUKATOPOB, a TakKXKe MPOBEPKY
MPUHAUISKHOCTH CYOBEKTY (0OBEKTy) JOCTyna TMpeabsBICHHOTO WM HICHTHU(UKAaTOpa
(moaTBEpKACHUE TOIJIMHHOCTH).

20.2. MepsI 110 yIPaBJICHHUIO TOCTYIIOM CyOBEKTOB JOCTYIA K O0BEKTaM JOCTYIA TOJKHBI
obOecrieunBaTh yIMpaBICHHE NpaBaMH M MPHUBWICTHSAMH CyOBEKTOB IOCTyIa, pa3rpaHUYCHUE
JocTyna CyObeKTOB JOCTyNa K 00bEeKTaM JOCTyNa Ha OCHOBE COBOKYIMHOCTH YCTaHOBJICHHBIX B
WH(OPMAIIMOHHON CHCTEME MPABHII Pa3TpaHUYCHUS JOCTYIA, a TaKXKe 00ecrednBaTh KOHTPOIb
COOJTIOICHHS THX TTPaBUJL.

20.3. Mepsl 10 OTpaHUYCHUIO MTPOTPAMMHOM Cpe/Ibl TOJKHBI 00eCIeYnBaTh YCTAaHOBKY U
(wyM) 3amycK TOJBKO PAa3peIIeHHOTO0 K HCIOJIb30BaHWIO B WH(OOPMAIMOHHOW CHCTEME
MPOrPaMMHOTO O0ECTICUeHUSI WM KCKJII0YaTh BO3MOXKHOCTh YCTAaHOBKH W (WMJIM) 3aIrycKa
3aIpeIIeHHOT0 K UCTOIb30BaHUIO B MH(OPMAIIMOHHON CUCTEME MTPOrPaMMHOT0 00ECTIeUeHUSI.

20.4. Mepsl 1O 3alUTe MALIMHHBIX HOcHTened uHpopMmanuu (cpeacTBa 00pabOTKH
(xpanenus) nHGOPMAIIUH, ChEMHBIC MAIIMHHBIE HOCUTENIH WH(OpPMAIMK) ITOKHBI UCKIIOYATh
BO3MOXXHOCTh HECAaHKIIMOHHPOBAHHOTO JOCTYMa K MAIIMHHBIM HOCHTENSIM W XpaHsIIeHcs Ha
HUX UHPOpMAlMU, a TaKKe HECAHKIMOHHPOBAHHOE HCIIOJIIb30BAHME CHEMHBIX MAIIUHHBIX
HocuTeneil nHdopMaIH.

20.5. Mepsl mo perucTpanuud COOBITHH 0€30MacHOCTH JOJKHBI oOecrieuyuBaTh cOOp,
3aMnCch, XpaHEHHE W 3aAIIUTYy MHPOPMALUU O COOBITHSAX OE30MacCHOCTH B MH(OPMALMOHHOM
CHUCTEME, a TaKKe€ BO3MOXXHOCTh MPOCMOTpa W aHaln3a MH(OpPMALMKA O TaKUX COOBITHUSX U
pearupoBaHHe Ha HUX.

20.6. Mepbl TO AaHTHBHUPYCHOM 3allUTe JOJKHBI OOECredYrBaTh OOHApPY)KCHHE B
UHPOPMALIMOHHON  CHUCTeME KOMIBIOTEPHBIX MporpamMm JUOO HMHOH  KOMITBIOTEPHOM
uH(poOpMalny, MpeIHa3HAYeHHOW AJii HECAaHKIIMOHUPOBAHHOTO YHUYTOXKEHUS, OJIOKHPOBAaHMS,
Moau(UKaAIMK, KOMUPOBAHWS KOMIBIOTEPHOW HWHGOpPMAMA WU HEUTpaIu3aliud CPElCTB
3aImuTH THGOPMAIINH, a TAK)KE pearupoBaHUe HAa OOHAPYKEHUE ITUX MPOrpaMM U WH(POpMaIIUH.

20.7. Mepsl 0o OOHapyXeHHUIO (IIPEIOTBPAICHUIO) BTOPKEHUN TOJDKHBI O0ECTIeUunBaTh
oOHapy)XeHHE NeWCTBHI B MH(POPMAIIMOHHOW CHUCTEME, HAMPAaBIICHHBIX HA TpEIHAMEPCHHBIN
HECAaHKI[MOHMPOBAHHBIA  JNOCTYNl K  WHPOpMAIlMU,  CIENHUaIbHbIE  BO3ACHCTBHS  Ha
nH(pOpMaIMOHHYIO cUcTeMy W (Wiau) uHOOpMAIMI0 B LENAX ee J0ObIBaHUS, YHUUYTOKCHHSI,
WCKXEHUS ¥ OJOKHPOBAHUS TOCTyNa K MHPOPMAIUH, a TAK)KE pearipOBaHUE HA OTH JICHCTBUSI.

20.8. Mepbl 10 KOHTPOJIIO (aHATU3Y) 3alTUIIICHHOCTH HH(GOPMAIMH JOKHBI 00€CTICUnBaTh
KOHTPOJIb YPOBHSI 3allIUIIEHHOCTH WH(OpPMAIMHU, COAepIKaIIencss B MHQOPMAIIMOHHON cucTeMeE,
MyTeM MPOBEIEHUS MEPOMPUATHI MO aHAIW3Y 3alIUIIEHHOCTH WH()OPMAIIMOHHOW CHUCTEMBI U
TECTUPOBAHUIO €€ CUCTEMBI 3aLIUTHI UH()OPMAIIHH.

20.9. Mepsl 110 0OecredeHu o 1eJI0CTHOCTH MH(GOPMAIIMOHHOW CUCTEMBI U WH(OpMaIuu
JOJDKHBI  o0ecriednBaTh  OOHapyXeHHe  (PAKTOB  HECAHKIMOHHUPOBAHHOTO  HapyLICHHS
I[EJIOCTHOCTH WH(OPMAITMOHHOW CHUCTEMBI M COepiKalieics B Hel WHPOpMaIuu, a Takke
BO3MOXXHOCTh BOCCTAHOBJIGHUS HMH(OPMAIMOHHOW CHCTEMBl U COZAEp)Kalielcs B Hel
uHpopmanuu.

20.10. Mepbl mo oOecmeyeHHIO JAOCTYMHOCTH HH(GOpPMAIMKM JOJDKHBI 00ecreunBaTh
AaBTOPU30BAHHBIN JTOCTYI MOJIb30BaTeNIeH, HMEIOIIMX MpaBa Mo TAKOMY JOCTYNy, K HH(popmanuu,
colepkamieiicss B HMH(QOPMAIIMOHHOW CHUCTEME, B IITATHOM pexXuMe (QYHKIHOHUPOBAHUS
WH()OPMAITMOHHOW CHCTEMBI.



20.11.  Mepbsl 1o  3amMTe  Ccpeabpl  BUPTyalM3alud  JOJDKHBI  UCKJIKOYaTh
HECAaHKITMOHUPOBAHHBIA JOCTYyn K uWHMoOpMmaruu, oOpabarbiBaeMO B  BHUPTYaJIbHOU
UHPPACTPYKTYpE, U K KOMIIOHEHTaM BUPTYaJbHON MH(PPACTPYKTYpHI, a TaKKe BO3JCHCTBUE HA
MH(GOpMAlLlMI0O M KOMIIOHEHTBl, B TOM YHCIE K CpeICTBaM YIPaBJICHUS BUPTYaIbHON
UHPPACTPYKTYPOI, MOHUTOPY BUPTYAIbHBIX MAIIUH (TUIIEPBU30PY), CHCTEME XPAHEHUS TaHHBIX
(BKJTIOUAs CHCTEMY XpaHEHHUs 00pa30B BUPTYATbHOW HHGPACTPYKTYPHI), CETH Mepead JaHHBIX
Yyepe3 3JEMEHThl BUPTYaIbHON WM (U3UYECKON MHPPACTPYKTYPBI, TOCTEBBIM ONEPALlMOHHBIM
CHUCTeMaM, BHPTYyaJbHbIM MalIMHAM (KOHTEWHepaMm), CHUCTEME M CEeTH peIUIMKalH,
TEPMUHAIBHBIM M BUPTYaJbHBIM YCTPOMCTBAM, a TAaK)K€ CHCTEME PE3EpPBHOTO KOMHMPOBAHUS U
CO3/1aBa€MbIM €10 KOTIHSIM.

20.12. Meppl 1O  3amMTE  TEXHUYECKUX  CPEACTB  JOJDKHBI  HMCKJIHOYATh
HECaHKI[MOHUPOBAHHBIN JOCTYI K CTallMOHAPHBIM TEXHUYECKUM CPeJICTBaM, 00padaThIBaloUM
UH(OPMaLIKIO, CPEICTBAM, 00eCIeUnBaIOIINM (YHKIIMOHUPOBAHUE MH()OPMAITMOHHONW CHCTEMBI
(mamee - cpeactBa obecriedueHHs (YHKIIMOHMPOBAHHWS), W B TIOMEIICHHUS, B KOTOPBIX OHHU
MIOCTOSIHHO PACIOJIOKEHBI, 3aIIUTy TEXHUYECKUX CPEACTB OT BHEIIHMX BO3JCHCTBUH, a Takxke
3amuTy UHGOpMaIuK, NMPEACTaBICHHOW B BUJEe MH(GOPMATUBHBIX DJIEKTPUUYECKUX CHUTHAJIOB U
¢u3nUecKux mosuei.

20.13. Mepbl mo 3amure WHOOPMAIMOHHOM CHCTEMBI, €€ CPEJICTB, CHUCTEM CBS3U U
nepefayd JIaHHBIX JIOJDKHBI OOecreyuBaTh 3aiuTy HWHGOpMAlMKM MpPH B3aUMOACHCTBUH
MH(OPMALIMOHHONW CHUCTEMBI WJIH €€ OTHENbHBIX CErMEHTOB C WHBIMU HH(OPMALMOHHBIMU
cucTeMaMH U MH(OPMAIIMOHHO-TEICKOMMYHHUKAIIMOHHBIMH CETSAMHU TOCPEACTBOM NMPUMEHEHHS
apXUTEKTypbl WHGOPMAIMOHHONW CHUCTEMBI, TMPOEKTHBIX PELIEHUH MO €€ CUCTeME 3allUThl
uH(OpMalKK, HAIIPABJICHHBIX Ha 0OecrieueHre 3aIuThl HH(OPMAIIHH.

21. Beibop Mep 3amuThl HHGOPMAIUH TSI UX pean3allid B MHPOPMAIIMOHHON CUCTEME B
paMKax ee CUCTEMBbI 3alUThl HH()OpMaIK BKIIIOYAET:

ompenenaeHue 06a30BOro Habopa Mep 3amuThl HHGOPMAIMU IS YCTAaHOBJICHHOTO Kjacca
3aLIUIIEHHOCTH HMH(OPMAIIMOHHONW CHCTEMBI B COOTBETCTBMM C 0a30BBIMH Ha0OpamMHu Mep
3alUThl HHGOpPMaIUK, IPUBEACHHBIMU B IIpuiioskeHUU N 2 Kk HacTosumM TpedoBaHusIM;

ajanTanuio 0a30Boro Habopa Mep 3alUThHl HHPOPMALMU TPUMEHHUTEIBHO K CTPYKTYPHO-
(GYHKIIMOHAJIBHBIM ~ XapaKTepUCTUKaM  HMHQOPMAILMOHHOM  CHCTEMbI, HH(GOPMaIMOHHBIM
TEXHOJIOTUSIM, OCOOCHHOCTAM (DYHKIIMOHUPOBAHHUA HWH(OPMAIIMOHHON CHCTEMBI (B TOM 4YHCIE
MpeAyCMaTPUBAIONIYI0O HMCKIIOYECHHE W3 0a3oBoro Habopa Mep 3amuThl HHGOPMAIMU MeEp,
HETOCPEACTBEHHO CBS3aHHBIX C MH(MOPMALMOHHBIMUA TEXHOJIOTUSMH, HE HCIIOJIb3YEMBIMH B
MH(OPMALIMOHHONW CHUCTEME, WM CTPYKTYpHO-(DYHKUIHOHAJIBHBIMH XapaKTEepUCTUKAMH, HeE
CBOWCTBEHHBIMH HH(OPMAIIMOHHOH CUCTEME);

YTOUHEHHE aJanTHpPOBaHHOTO 0a30BOoro Habopa Mep 3amuThl MHPOpPMAIUU C YYETOM HE
BBIOpPAHHBIX paHee Mep 3aIlUThl HH(POPMAIUH, PUBEACHHBIX B MPHIOKEHHH N 2 K HaCTOSALINM
TpebGoBanusiM, B  pe3ylbTaTe 4Yero OMNPEeNessioTCS Mephl  3aluThl  UH(pOpManuu,
oOecrieunBaromue OJIOKUpOBaHHE (HEHTpaNIM3aLuIo) BCceX Yrpo3 0e30MacHOCTH MH(OpMaIuH,
BKJTFOYCHHBIX B MOJICJIb YTPO3 0€30MMacHOCTH HHpOpMaIuu;

JIOTIOJTHEHWE YTOYHEHHOTO aJanTHPOBaHHOTO 0a30BOr0 HabOpa Mep 3alIUThl HHPOPMALUU
MepamMH, OO0CECIeYMBAIOIIMMH  BBITIOJHEHHE  TpeOOBaHWN 0  3amuTe  HWHPOPMAIIWH,
YCTQHOBJICHHBIMH HMHBIMA HOPMATHBHBIMHM MpPAaBOBBIMHU aKTaMH B O0JacTH  3alMTHI
uH(pOpMalii, B TOM YHCIIE B 00JIACTH 3alIUTHI IEPCOHAIbHBIX JaHHbBIX.

Jlnst BeIOOpa Mep 3auiuThl MHGOPMALKU JUIsI COOTBETCTBYIOLIETO Kjlacca 3allUIIEHHOCTH
MH(OPMALIMOHHONW CHUCTEMBbl TMPUMEHSIOTCS METOJWYECKHE JIOKYMEHTHI, pa3paboTaHHbIE U
yrBepxacHHble PCTOK Poccum B coorBeTcTBUM ¢ noamyHKToM 4 nyHkrta 8 IlomoskeHus o
®denepanbHON CIy)k0€ O TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO, YTBEPKIECHHOTO YKa30M
[Ipesunenta Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. N 1085.

22. B nndopMannoHHO# cucTeMe COOTBETCTBYIOIMIETO KJlacca 3allUIEHHOCTH B paMKaXx €€
CHCTEMBI 3aIIUThl MH(OpMAIMKM JOJDKHBI OBITH PEaTM30BaHbl MEphbl 3aIIUTH HH(pOpMAIuH,
BBHIOpaHHBIE B COOTBETCTBMU C TYHKTOM 21 HacTtosmmx TpeOGoBaHWii W oOecreUMBaIoNIne
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OnokMpoBaHKe (HEHTpaIM3alnio) BCcex yrpo3 0e30macHoCTH HHPOPMAIIUH.

[Ipu sToM B uH(}OpPMALMOHHONW cucTeMe IOHKEH ObITh, KaK MHUHHUMYM, pealu30BaH
aJanTUPOBaHHbIM  0a30BBI  HaOOp Mep 3amUTBl  MHPOPMALKMK, COOTBETCTBYIOLIHMA
YCTaHOBJIECHHOMY KJIACCYy 3alIMIIEHHOCTH HH(GOPMAIIMOHHON CUCTEMBI.

23. Ilpu HEBO3MOXHOCTH peajin3alui B UH()OPMAIIMOHHON CUCTEME B paMKaX €€ CUCTEMBbI
3alUThl UHQOPMALIMK OTAETBHBIX BEIOPAHHBIX MEp 3aIIUTHl HHPOPMAIIMHU Ha ATaNax afanTaluu
6a3oBoro Habopa Mep 3alUThl MHPOPMALMU HIM YTOYHEHHS AJANTUPOBAHHOTO 0a30BOTO
Habopa Mep 3amuThl WHOOPMAIIMU MOTYT pa3pabaThIBaThCs WHBIE (KOMIICHCHPYIOIIUE) MEPHI
3amuThl WHGOPMAIIMK, 00ECTICUYNBAIONUE a/IeKBAaTHOE OJOKMpOBaHUE (HEHTpaTU3alllio) yrpo3
06e30macHOCTH MHGOPMAIIHH.

B stom cnyyae B xojie pa3pabOTKH CHCTEMBI 3allUThl WH(pOpMAMU HHGOPMAIIMOHHON
CUCTEMBI JIOJKHO OBITH MPOBEACHO 0OOCHOBAHUE NMPUMEHEHHS] KOMIIEHCUPYIOLIUX MEpP 3alUThI
uH(pOpMaIlMK, a TPU ATTECTAIIMOHHBIX UCTBITAHUSIX OIEHEHA JOCTATOYHOCTh U aJeKBATHOCTH
JAHHBIX KOMIICHCHPYIOIIUX Mep I OJIOKMpOBaHUs (HEHTpalM3anuu) yrpo3 0e30macHOCTH
UHpOpMaLIUH.

24. Mepbl 3ammThl WHGOPMAIIMK BBIOUPAIOTCA M PEATM3YIOTCS B HMH(POPMAIIMOHHON
CHCTeME B paMKaXx €€ CHCTeMbl 3alluThl HH(GOPMAIMM C YYETOM YIrpo3 Oe30MacHOCTH
uH(pOpMallMi TPUMEHUTENBHO KO BCEM OO0BEKTaM U CyOBeKTaM JOCTyNa Ha anmnapaTHOM,
CUCTEMHOM, MPHUKJIAJHOM M CETEeBOM YPOBHSIX, B TOM 4YHCIE€ B CpelIe BHUPTyadu3alud U
00JIauHBIX BBIYUCIICHUI.

25. BolOpaHHble U peanu30BaHHbIC B MH(POPMAIIMOHHON CHCTEME B paMKax €€ CHCTEMbI
3amUTHl THGOPMAITUH MEPHI 3aIUTH HHGOPMAITHH TOHKHBI 00€CTICUnBaTh:

B HMHQOpPMAIIMOHHBIX CHCTeMaxXx | Kiacca 3allWIIEHHOCTH -  HEHUTpaTu3aluio
(6moxupoBaHue) yrpo3 0€30MacHOCTH MH(POPMAIIMH, CBSI3aHHBIX C JIEUCTBUSAMHU HAPYIIUTENS C
BBICOKHM IMOTCHIIHATIOM;

B MH(QOpPMAIIMOHHBIX CHCTEeMaX 2 Kjacca 3allMIIEHHOCTH - HEHTpalu3aluio
(610KHMpoBaHUE) yrpo3 0e30MacHOCTH WHGOPMAIIUHU, CBSI3aHHBIX C JEHCTBUSMU HAPYIIUTENS C
MOTEHLIMAJIOM HE HHKE CPETHETO;

B HMH(POPMAIIMOHHBIX cHCTeMaX 3 W 4 KJIacCOB 3alllUIICHHOCTH - HEHUTPaTU3aluio
(6moxupoBaHue) yrpo3 0€30MacHOCTH MH(POPMAIIMH, CBSI3aHHBIX C JEUCTBUSAMHU HAPYIIUTENS C
HU3KUM MTOTSHIHATIOM.

[ToreHiman HapymuTes ONPEEIsEeTCs B XOJI€ OLIEHKH €ro BO3MOKHOCTEH, TPOBOAUMOM
IpU OINpENEeIeHUH Yrpo3 Oe30MacHOCTH HH(pOpMAllMM B COOTBETCTBUM C TMyHKTOM 14.3
HacTosux TpeboBaHMil.

OmnepaTopoM MOXeET OBITh MIPUHATO pEIIEHHE O MPUMEHEHUN B HH(OPMAIIMOHHON CHCTEME
COOTBETCTBYIOILIETO KJlacca 3alUIIEHHOCTH Mep 3allluThl WH(pOpMaluu, 00ecreyrnBaroLINX
3alIUTy OT Yrpo3 0e30macHOCTH MH(POPMAIIUH, PEaTU3yeMbIX HApYIIUTEIEM C 0ojiee BBICOKHM
MOTEHIIUAJIOM.

26. TexHUYECKHE MEPHI 3alIUThl UHHOPMAIUU PEATUIYIOTCS MOCPEACTBOM MPUMEHECHHUS
CPENCTB 3alIUThl HHPOPMAIIUH, UMEIOIINX HE0OX0aAuMbIe (DYHKITUN O€30MacHOCTH.

B »toM cnywae B wuHGOpMAIMOHHBIX CcHUCTeMax | W 2 Kiacca 3allUIIEHHOCTH
MPUMEHSIIOTCS:

CPEACTBA BBIUUCIUTENBHOM TEXHUKU HE HIKE 5 Kitacca;

CUCTEMBbI OOHAPYKEHHUS BTOPKEHUHN U CPEJICTBA aHTUBUPYCHOM 3allTUTHI HE HIDKE 4 Ki1acca;

MEXKCETEBbIE JKpaHbl HE HIDKE 3 Kilacca B CiIyd4ae B3aMMOJICHCTBHS HH(DOPMAIIMOHHON
cUcCTeMbl ¢  MHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIMH ~ CETAMU  MEXAYHapOAHOIO
nH(OPMAIIMOHHOTO OOMEHa W He HUXke 4 Kiacca B CiIydae OTCYTCTBHUS B3aUMOJCHCTBUS
UH(OPMALIMOHHOW  CHUCTEMBI  C¢  HMH(QOPMAIIMOHHO-TEJIEKOMMYHUKAIIUOHHBIMUA  CETAMU
MEXIyHAPOAHOTO HH(OPMAIIMOHHOTO OOMEHA.

B nndopmannonHsIx cucteMax 3 Kjacca 3alllUIIeHHOCTH MPUMEHSIOTCS:

CPEACTBA BBIUUCIIUTENBHOM TEXHUKU HE HIXKE 5 Kitacca;

CUCTEMbI OOHApPY)KCHHSI BTOPKEHUN W CPEJICTBA aHTUBUPYCHOM 3allIUTHI HE HIDKE 4 Kjacca



B Cllydae  B3aWMOJCHCTBUS  HMHPOPMAIMOHHOW  CHUCTEMBI C  HH(POPMAIHMOHHO-
TEJIEeKOMMYHUKALMOHHBIMU CETSIMH MEXAYHApOAHOTO0 MH(OPMALMOHHOIO OOMEHa U HE HIKE O
KJlacca B CiIy4ae OTCYTCTBHUS B3aMMOJCHCTBHUS MH()OPMAIIMOHHON CUCTEMBI ¢ HHPOPMAIIOHHO-
TEJIEeKOMMYHUKALMOHHBIMU CETSIMH MEKIYHApOJHOTO HHPOPMAILIMIOHHOTO 0OMEHa;

MEXKCETEBbIE JKpaHbl HE HIDKE 3 Kilacca B CiIydae B3aMMOJCHCTBHS HWH(DOPMAIMOHHOM
CUCTeMbl ¢  MHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIMH ~ CETAMU  MEXAYHapOAHOIO
uH(OPMAIIMOHHOTO OOMEHa W He HUXke 4 Kiacca B CiIydae OTCYTCTBHUS B3aUMOJCHCTBUS
UHOPMALIMOHHOW  CHUCTEMBI  C¢  HMH(QOPMAIIMOHHO-TEJIEKOMMYHUKAIIUOHHBIMUA  CETAMU
MEXIYHAPOJAHOTO HH(OPMAIIMOHHOTO OOMEHA.

B nndopmannonHsix cucteMax 4 kjacca 3alliIIeHHOCTH MPUMEHSIOTCS:

CPEACTBA BBIUUCIUTENBHOM TEXHUKU HE HIKE 5 Kitacca;

CUCTEMBbI OOHAPYKEHHUS BTOPKEHUHN U CPEJICTBA aHTUBUPYCHOM 3alTUTHI HE HIDKE S5 Ki1acca;

MEXKCETEBbIE IKpaHbl HE HIKE 4 Kiacca.

B unbopmanmonHbix cuctemMax 1 m 2 KJIacCOB 3alUIICHHOCTH MPUMEHSIIOTCS CPEACTBa
3amUThl THPOPMAIUH, TIPOTPAMMHOE O0ECTieueHne KOTOPHIX MPOILIO MPOBEPKY HE HUXKE HYeM
110 4 YpOBHIO KOHTPOJISI OTCYTCTBHSI HEEKIAPUPOBAHHBIX BO3MOKHOCTEH.

27. B cnydae o0paboTku B HMH(OpPMAIMOHHOW cuUCTeMe HH(GOpMAIMH, CoaepKallei
NEPCOHAIbHBIE JIaHHbIE, pealu3yeMble B COOTBETCTBMM C MyHKTamMu 21 U 22 HacTOSIIMX
TpeboBaHuit MepbI 3aIUTHl HHPOPMAITUH:

Ui “HOPMAIIMOHHON CHCTEMBI | Kjacca 3amfuiieHHocTH obOecmeumBaiorT 1, 2, 3 u 4
YPOBHH 3alIMIICHHOCTH IIEPCOHAIBHBIX JAHHBIX <I>;

<1> YcranaBnuBaeTcs B COOTBETCTBUU ¢ TpeOOBaHUSMU K 3alIUTE MEPCOHATBHBIX JaHHBIX
npu ux obpaboTke B MH(POPMAIMOHHBIX CHCTEMaxX MEPCOHAJIBHBIX JaHHBIX, YTBEPKICHHBIMU
nocranoBieHueM [IpaButenscrBa Poccuiickoit @enepanuu ot 1 HosO6ps 2012 . N 1119.

1Tt THPOPMAITMOHHOM CUCTEMBI 2 KJlacca 3alUIIeHHOCTH 00ecneunBarT 2, 3 u 4 ypoBHU
3alIUIICHHOCTH IIE€PCOHAIIbHBIX JaHHBIX <*>:

Uit “HPOPMAITMOHHON CHUCTEMBI 3 Kjlacca 3allUIIeHHOCTH o0ecredynBaroT 3 U 4 ypOBHH
3alIUIIIEHHOCTH IIE€PCOHAIIbHBIX JaHHBIX <*>:

Ui THQOPMAITMOHHOM CHCTeMbl 4 Kiacca 3allUIIeHHOCTH, 00ecnednBalOT 4 ypOBEHb
3alIUIIIEHHOCTH IIE€PCOHAIIbHBIX JaHHBIX <>,

28. Ilpu wucnonp3oBaHMM B HWH(OOPMAIMOHHBIX CHUCTEMaX HOBBIX HWH(GOPMAIMOHHBIX
TEXHOJIOTHI W BBISBJICHUH JOMOJHUTEIBHBIX YIpo3 0e30macHOCTH MHGOPMAINH, TSI KOTOPHIX
HE OIpeAeNieHbl MEphl 3alUThl WH(OPMAIUU, JOJDKHBI pa3padaThIBAThCS KOMIICHCHPYIOIINE
MEpBI B COOTBETCTBUH C ITYHKTOM 23 HacTosumx TpeboBaHUH.

[Tpunoxenue N 1

K TpeboBanusaM 0 3ammuTe HHGHOPMAIHIH,

HE COCTaBJISIIOIIEH rOCYAapCTBEHHYIO TalHY,
COJIepaKalLEHCs B TOCYAAPCTBEHHBIX
MH(POPMALIMOHHBIX CHCTEMAX

OIIPEJIEJIEHUE KJIACCA 3AIUIEHHOCTH UHOOPMAILIMOHHOM CUCTEMBI

1. Kimace 3amumennoctu uHbopmarmonHon cucteMbl (repBbiii kiaacc (K1), Bropoit kiacc
(K2), tpernii xnacc (K3), gerBeptriii knacc (K4)) ompenensiercs B 3aBUCHMOCTH OT YpPOBHS
sHaunMmoctu uHpopmaruu (Y3), obOpabarbiBaeMoil B 3TOM HMH(POPMAIIMOHHON CHCTEME, H
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MmaciTada HHQOPMAITMOHHOW cHUCTEeMBI ((elepaabHbIi, perHOHANbHBIA, 00bEKTOBBIN).
Knace 3amumennoctu (K) = [ypoBeHb 3HaUNMOCTH HH(OPMAIMK; MacIITad CUCTEMBI].

2. YpoBeHb 3HAYMMOCTH HH(DOPMALINK OTPEACISETCS CTENEHBI0 BO3MOXKHOTO yIepoa asis
obnanaTenst mHGopMaIuu (3aKkazurka) v (WJIK) oneparopa OT HapyIIeHUs KOHPUACHITUATFHOCTH
(HeTpaBOMEpHBIE TOCTYI, KOMUPOBAHUE, MPEOCTABICHIE WM PACTIPOCTPAHEHHE), IIEIIOCTHOCTH
(HeTpaBOMEpHBIE YHUYTOXKEHUE WJIM MOJU(DHUIIMPOBAHKE) WIM JAOCTYMHOCTH (HENMpaBOMEpPHOE
O5oKMpoBaHKe) UH(OPMALIHH.

VY3 = [(koH(UIECHINATBLHOCTh, CTENEHb YyinepOa) (IENOCTHOCTh, CTENEeHb YyIIepoa)
(ocTymHOCTD, CTEMEHb yiiepoa)],

IJIe CTETIEHh BO3MOXHOTO yIiepOa onpenensiercs odnanaTenemM nHGopMaIuu (3aKa3uuKoMm)
U (M) ONEPaTOPOM CAMOCTOSTEIHHO IKCIIEPTHBIM HIJIM UHBIMUA METOJIAMHU M MOXKET OBITh:

BBICOKOM, €CITU B Pe3yJIbTaTe HAPYIIEHUSI OJJHOTO U3 CBOMCTB 0€30MacHOCTH MH(OpMaluu
(KOH(UICHIIMATHHOCTH, LEIOCTHOCTH, JOCTYITHOCTH) BO3MOXKHBI CYIIECTBEHHBIC HETaTHBHBIC
MOCJICJICTBHSI B COLMAIILHOM, MOJIMTHYECKOW, MEXIYHAPOIHON, SKOHOMUYECKOH, (DMHAHCOBOM
WIH WHBIX 00JacTAX IeATENbHOCTH M (Wiu) WHGPOPMAIMOHHAS cHcTeMa U (W) Omeparop
(o6mamarens nHPOPMAIIMK) HE MOTYT BBITTOJIHATH BO3JIOKEHHBIC HA HUX (DYHKIIHUH;

CpeIHel, ecy B pe3ysibTaTe HapyIICHHUs] OJHOTO U3 CBOMCTB Oe3o0macHOCTH MH(OpMALIUU
(KOH(QUIEHIIMATBHOCTH, LEJIOCTHOCTH, IOCTYITHOCTH) BO3MOXKHBI YMEpPEHHBbIE HEraTHUBHbIC
MOCJEACTBHS B COLHAIBHON, MOJUTHYECKON, MEXKIYHAPOIHOW, SKOHOMHUYECKOU, (hHMHAHCOBOM
WM WHBIX OOJacTAX JeATeNbHOCTH W (Wiau) WHGOpMAIMOHHAS cucTeMa W (WIHM) OIepaTop
(obmagarens wH(GOPMAIMK) HE MOTYT BBINONHITH XOTSI Obl OAHY M3 BO3JIOKEHHBIX HAa HHX
byHKIINIT;

HU3KOM, €CITU B pe3y/bTaTe HAPYIIEHUS OJHOTO M3 CBOWCTB Oe3omacHoCTH MH(pOpMammu
(KOH(UIEHIINATBHOCTH, 1IETIOCTHOCTH, TOCTYITHOCTH) BO3MOKHbBI HE3HAUUTEIbHbIE HEraTUBHbBIC
MOCJEACTBHS B COLHMAIBHON, MOJUTHYECKON, MEKIYHAPOIHOW, SKOHOMHUYECKOW, (hHMHAHCOBOM
WM WHBIX OOJacTAX JesATeNbHOCTH W (Wiau) WHGOpMAIMOHHAs cucTeMa W (W) OIepaTop
(o6manmaTens MHGOPMALIMK) MOTYT BBIMOIHATH BO3JIOKEHHBIE HA HUX (DYHKIIUHM C HEAOCTATOUHOU
3¢ (PEeKTUBHOCTHIO WM  BBINOJHEHHE (YHKIUH BO3MOXKHO TOJBKO C IPUBICYCHHEM
JOTIOTHUTEIILHBIX CHJI M CPEJICTB.

Nudopmanust nmeeT BHICOKUN ypoBeHBb 3HauuMOCTH (Y3 1), ecu XOTs OBl 711 OJTHOTO 3
cBOMicTB Oe3omacHocTH WHpopManmu (KOHGUIACHINATLHOCTH, IEIOCTHOCTH, JOCTYITHOCTH)
ompeJiesieHa BBICOKas CTerneHb yiepoa. Mudopmarus umeeT cpenHuii ypoBeHb 3Ha4UMOCTH (V3
2), ecnu XOTsl OBl JJIsE OJTHOTO M3 CBOMCTB Oe30macHOCTH MHGpopManuu (KOH(PUIEHIIUAITBHOCTH,
LEJIOCTHOCTH, JOCTYITHOCTH) OMpeEielieHa CPeHsIsl CTeNeHb yiepOa U HEeT HU OJHOTO CBOMCTBA,
JUIsE KOTOPOTO OIpeNeiieHa BhICOKas creneHb ymepoa. MHdopmamnms umeer HU3KHUM YpPOBEHBb
sHaunmoctd (Y3 3), ecimm il BCeX  CBOMCTB — 0€30MacHOCTH  MH(OPMAIMH
(KOH(UACHITMATBHOCTH, IEJIOCTHOCTH, JOCTYITHOCTH) OTPeeNIeHbl HU3KUE CTETIEHH yIepoa.

Nudopmanuss mmeeT MHUHUMaIBHBIA ypoBeHb 3HauuMocTH (Y3 4), ecnmu obmamarenem
uH(popManuu (3aka3uukoM) W (WJIM) OMEPaTOPOM CTENEHb yiiepda OT HapyIICHHS CBOWCTB
6e3onmacHocT uHMOpMaruu (KOH(DHUICHIIMATBHOCTH, IEJIOCTHOCTH, JOCTYIMHOCTH) HE MOMKET
OBITH OTpejelieHa, HO MpU ITOM HUHGOpPMALUS TMOMJICKHUT 3alIUTe B COOTBETCTBUU C
3akoHoJaTenbcTBOM Poccuiickoit denepanmu.

IIpu oOpabGoTrke B HH(POPMAIMOHHON cHCTeMe JBYX U Oosiee BUAOB HH(POpPMALUU
(cmy>xeOHasi TaliHa, HAJOrOBasl TailHA M WHBIE YCTAHOBJICHHBIC 3aKOHO/IATEILCTBOM Poccuiickoi
Oenepanuy BUIbI HHHOPMAIIUU OTPAHUYCHHOTO JIOCTYIAa) YPOBEHb 3HAYMMOCTH WH(MOpMAIIUU
(Y3) ompenensarcst OTACIBHO I KaX0r0 Buaa nHpopmaruu. ITOroBelid ypoBeHb 3HAUUMOCTH
uHpopmanuu, oOpabaTbiBaeMO B WH(POPMALMOHHON CHCTEMe, YCTaHABIMBAETCS IO
HAauBBICIIUM  3HAUEHUSM  CTENEHHM  BO3MOXKHOTO  yimiep0Oa,  ONpEeNeNeHHbIM s
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KOH(HICHIIMATBHOCTH, LIEIOCTHOCTH, JOCTYITHOCTH HH(OPMAITH KaXKA0T0 BUIa HHPOPMAIIUH.
3. Uadopmanronnas cuctema uMeeT (emepaibHblii MacmTad, eciu oHa (QYHKIIMOHHPYET
Ha Tepputopuu Poccuiickoit @enepannu (B npenenax GpenepaibHOT0 OKpyra) U HMEET CETMEHTBI
B cyobekTax Poccuiickoit deneparny, MyHHITUTIATBHBIX 00pa30BaHUAX U (MJIH) OPTaHU3AIHSX.
WNudopmanroHHas cucteMa UMeeT pernoHaIbHbBIN MacTad, eciu oHa (YHKIIMOHUPYET Ha
TeppuTopun cyobekta Poccuiickoit denepanuyu u ©MeeT CETMEHTHI B OJHOM HJIM HECKOJIBKUX
MYHHIIUTIATLHBIX 00Pa30BaHUSX U (WJIH) TTOIBEIOMCTBEHHBIX U WHBIX OPTaHU3AIIHSIX.
Nudopmanmonnas cucreMa uMeeT OOBEKTOBBIM MaciiTad, ecnu oHa (YHKIIMOHHUPYET Ha
00BEeKTax OJHOTO (hefepaTIbHOr0 OpraHa TOCYAApCTBEHHOM BIIACTH, OpraHa roCyAapCTBEHHOM
BlacTu cyoOwbekra Poccuiickoit ®eneparnuu, MyHUIUNMAIBHOTO o0Opa3oBaHus ©  (WIJIH)
OpraHM3allil M HE HMMEET CErMEHTOB B TEPPUTOPHUATBHBIX OpraHax, MPEJCTaBUTEILCTBAX,
dunmnanax, moJIBEIOMCTBEHHBIX U UHBIX OPraHU3aLUSIX.
4. Knacc 3ammuieHHOCTH MH(OPMAIIMOHHOM CHUCTEMBI OMpPEIENsSeTCs B COOTBETCTBUHU C
TaOJINLIEN:



YpoBeHb 3HAUNMOCTH Macmmtab nHGpOpMaIMOHHON CUCTEMBI
uHpOpMaIuu
®denepanbHbIN PervonaibpHbIN OOBEKTOBBINA
vV31 K1 K1 K1
y32 K1 K2 K2
y33 K2 K3 K3
v34 K3 K3 K4
ITpunoxenne N 2
Kk TpeGoBaHusM 0 3anuTe HHGOPMAIIIH,
HE COCTABJIAIOLIEH TOCYAApPCTBEHHYIO TailHy,
coJieprkalieiicst B rocyaapCTBEHHBIX
UH(OPMAIIMOHHBIX CHCTEMaX
COCTAB
MEP 3ALIUTHI UHOOPMAILIMU 1 NX BA3OBBIE HABOPBI
AL COOTBETCTBYIOLIETO KIIACCA 3AIIMIIEHHOCTU
NHOOPMAILIMOHHOU CUCTEMBI
YcnoB HOe Meps! 3amuThl HHGopMauu B uHGopManmoHHbIX | Kitaccel 3anuimeHHoCTH

0003HaueHue U
HOMEpP MEpbI

cUcTeMax nH(pOpMaITMOHHOM
CHUCTEMbI

4 3 2 1




I. Unentudukanus u ayreHTHPUKALNS CYyObEKTOB J10CTyNa U 00beKTOB octymna (MAD)

NAD.1 WNnentudukarus u ayreHTuukanus| + + +
MI0JIb30BaTENCH, SBIISIFOIIAXCSI paOoTHUKaMuU
oreparopa

NAD.2 Wnentudukanuss U ayreHTH(UKALUsA yCTPOMCTB, B +
TOM  4YMCI€  CTallMOHapHBIX, MOOWIBHBIX H
MOPTATUBHBIX

NAD.3 VYnpaBienue wuaeHTU(UKAaTOpaMH, B TOM UHUCIe| + + +
CO3JIaHMe, IIPUCBOCHUE, YHUYTOKEHUE
UACHTU(PHUKATOPOB

NAD.4 VYnpaBieHue cpeicTBaMU ayTeHTU(UKAIMH, B TOM| + + +

qucie ~ XpaHGHWE,  BbIJaYa,  WHUIHMATU3AIHS,
OIOKMpPOBaHHWE  CPEACTB  ayTeHTUPUKAIUU U
MpUHATAE Mep B Cilaydae yTpathl ©  (WIN)
KOMIIPOMETAIIMH CPEJCTB ayTeHTH(PHUKAIINN

NAD.5 3armura oOpatHO# CBSI3U npu BBOme| + + +
ayTeHTH(UKAIIMOHHON HH(OpMaIun

NAD.6 WNnentudukarus u ayreHTuukanus| + + +
MOJIb30BaTE/ICH, HE SBISIFOIIMXCSA PaOOTHUKAMHM
orepaTopa (BHEUTHUX IMOJIb30BaTENICH )

NAD.7 WUnentudukamuss u  ayreHTHQUKaAUA OOBEKTOB
(halIoBOM CHCTEMBI, 3aITyCKAEMbIX M HCIIOJHSICMBIX
MoJynei, OOBEKTOB CHUCTEM yIpaBieHus Oa3amu
TaHHBIX, OOBEKTOB, CO37[ABAEMBIX MPUKIATHBIM M
CHELUANBHBIM MPOTPAMMHBIM 00ECTIeYeHHEM, MHBIX
00BEKTOB JIOCTYIIa




II. YnpaBnenue noctynom cyobeKToB gocTyma k o0bekTam pocryna (YIII)

VIII.1 VYrpasnenue (3aBeieHUe, aKTUBAIUS, OJOKUpOBaHHEe | + +
u YHUYTOXKEHHUE) YYETHBIMU 3aIUCSIMHU
MOJIL30BaTelIEH, B TOM qHCIe BHEIITHUX
MOJIb30BaTeNeH

VIIIA.2 Peanmuzanus HEOOXOIUMBIX METONOB| + +

(IMCKpEMOHHBIA, MaHAATHBIM, POJIEBOM WM WHOU
METOM), TUIOB (YTCHHE, 3aIUCh, BHITIOJHCHHUE WITU
WHOM TUN) U MPABUJI pa3rpaHUYEHUS TOCTYIIa

VIIA.3 VYnpasienue (unpTpanus, MapIIpyTU3aLHUs,
KOHTPOJIb COCIMHEHUH, OJIHOHAIPABJICHHAS
mepeaya W HMHBIE  CHOCOOBI  yIpaBIICHUS)
MH(POPMaLlMOHHBIMU MTOTOKAMH MEXIY
YCTPOHCTBAMM,  CeTMEHTaMHU  MH(POPMALMOHHOM
CHUCTEMBI, a TakXe MeXay HH(OPMAIMOHHBIMU
CUCTEMAaMHU

VII/1.4 Paznenennie momHomouunii (poseit) moiab30BaTelNeH, +
aZIMUHUCTPAaTOpPOB M JIHML,  OOECHe4YHnBaOLINX
(GyHKIMOHMPOBaHUE HH(DOPMAITMOHHON CHCTEMBI

VIS Ha3nauenne MUHUMAaTbHO HEOOXOIMMBIX IIpaB U +
NPUBMUIIETUI TOJIB30BATENsAM, aJMUHHUCTpAaTOpaM H
aumaM, — oOecreyuBaromUM  (PYHKIIMOHUPOBAHHE
MH(POPMAITMOHHON CUCTEMBI

VIIJI.6 OrpanvueHue HEYCIEUIHbIX TMOMBITOK BXxoxa B| + +
nH(pOPMAITUOHHYIO CHUCTEMY (mocryna K
MH(POPMAIIMOHHOH crucTeMe)

VILI.7 [IpenynpexaeHrue moJyib30BaTeNlsl NPU €ro BXOAE B




MHPOPMALIMOHHYI0 CHUCTEMY O TOM, 4TO B
WHPOPMAIIMOHHON CHUCTEME pealn30BaHbl  MEpHI
3amuTel  MHGOpMAIMKM, HU O HEOOXOIUMOCTH
COONIIOJICHUSI WM  YCTAHOBIJICHHBIX  OINEPaTOPOM
npaBui 06paboTku nHpopMaUU

VIIJL8

OnoBelieHue IONb30BATENS IOCJIE  YCHEHIHOIO
BXOJa B HWHQPOPMALMOHHYIO CHCTEMY O €ro
IpebIAYIIEeM BXOe B MHPOPMALIMOHHYIO CUCTEMY

VIIJL.9

OrpanvueHue 4Yuclia TapajyiedbHBIX  CEaHCOB
JOCTyNa JJIsl KayKJI0M YYETHOW 3aMKiCH MOJIb30BaTENA
MH(POPMALIMOHHOMN CUCTEMBI

VIIJL10

brnokupoBaHue ceanca A0CTyna B HH(OOPMALMOHHYIO
CUCTEeMY  IIOCJI€  YCTAHOBJIEHHOIO  BPEMEHU
Oe3neiicTBUs (HEAKTUBHOCTH) TMOJIL30BATENSI WIIH TIO
€ro 3ampocy

VIJL11

Pazpemienne (3amper) aeHCTBHII TMOJB30BaTElNCH,
pa3perieHHbIX hi (o) UACHTU(DHKAITIT u
ayTeHTH(UKAITII

VIIJL.12

[Tognepxka u coxpaneHue aTpuOyTOB OE30MACHOCTH
(MeToK 0€30IIaCHOCTH), CBA3aHHBIX ¢ WH(pOpManuen
B IPOIIECCE €€ XPaHEHUS U 00pabOTKH

VIIL13

Peanuzanusi 3amiuIieHHOr0 yJAJIEHHOTO JIOCTyIa
CyOBEKTOB JOCTyma K OOBEKTaM JIOCTyma depe3
BHEIIIHUE uH(OPMAaIMOHHO-
TEJIEKOMMYHUKAITMOHHBIC CETH

VIIJL.14

PernmaMeHTanuss ¥ KOHTPOJb MCIIONB30OBAaHHUS B
MH(POPMAIIMOHHOMN cucreme TEXHOJIOTUHI




6ecrpoBOIHOTO JOCTyIa

VIIZL15

PeFHaMeHTaHI/IH U KOHTPOJIb HCIIOJIb30BAHHUA B
nH(pOpPMaITMOHHOMN cucreme MOOMITBHBIX
TCXHUYCCKUX CPCACTB

VIIJL16

VYpasnenue B3aUMOJICUCTBUEM c
MH(GOPMaLlMOHHBIMU cucTeMaMu CTOPOHHHX
OpraHM3anui (BHELIHME MH(POPMaLMOHHbIE
CHUCTEMBI)

VIIJL.17

OObecnieyeHre  JOBEPEHHOM  3arpy3Ku  CPEICTB
BBIYUCIIUTEILHON TEXHUKU

III. Orpanunuenune nporpammuoi cpensl (OIIC)

OIIC.1

VYnpasnenue 3aIyCKOM (oOpamieHusIMN)
KOMIIOHEHTOB TIPOTPAMMHOTO OOECIICYCHHS, B TOM
quclie OMNpENeJICHHE 3allyCKaeMbIX KOMIIOHEHTOB,
HACTPOWKAa TIapaMeTpPOB 3alycKka KOMITOHEHTOB,
KOHTPOJIb 32 3aITyCKOM KOMIIOHEHTOB IIPOTPaMMHOTO
obecrnieueHus

OIIC.2

VYnpasnenue YCTaHOBKOH (nHCTAUIAIIEH )
KOMITOHEHTOB IPOrPaMMHOT0 OOecreueHusi, B TOM
YHUCJIe OIpeAeNICeHHEe KOMIOHEHTOB, MOJJIEKAIINX
YCTaHOBKE, HAcTpoiKa MapamMeTpoB YCTAaHOBKH
KOMITOHEHTOB, KOHTPOJIb 3a YCTaHOBKOM
KOMITOHEHTOB IIPOrpaMMHOTr0 oOecrieueHus

OIIC.3

YcranoBka (MHCTAUISIIHMSA) TOJBKO Pa3pelIeHHOTO K
HCIIOJIb30OBAHHUIO MPOTpPpaMMHOTO OGGCHG‘IGHI/IH n
(W) ero KOMITIOHEHTOB




OIIC.4

VYnpaBieHue BpeMEHHbIMH (aillaMi, B TOM YHCIIE
3allpeT, pa3pelIcHHe, IEePEHANPABICHUE 3aIUCH,
ylajeHue BpeMEHHBIX (haitiioB

IV. 3ammra MmammHHBIX HOocuTenel nHpopmarmn (3

HI)

3HU.1

VYdeTr MalIMHHBIX HOCUTENeH nHpopMamuu

3HN.2

praBHeHI/Ie AOCTYIIOM K MAaAlIWHHBIM HOCHUTCIIAM
nHpopmarun

3HI.3

KonTposp mnepemenieHusi MallMHHBIX HOCHUTEIIEH
nH(pOpMAaINY 32 IPeeIbl KOHTPOIUPYEMON 30HbBI

3HN.4

Hcknrouenne BO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO
O3HAaKOMJIEHHS C  CoOJepaHhueM HH(OpMaIHH,
XpaHAILIEHCS Ha MAIIMHHBIX HOCUTENSX, U (WIIH)
UCIOJIb30BaHUs HOCUTENed HHQOpMAIlMM B HHBIX
MH()OPMALIMOHHBIX CHCTEMaX

3HI.5

Kontpons wucnons3oBanusi uHTEpEHCOB BBOJA
(BpIBOAa) wWH(pOpMaNMK Ha MAIIMHHBIE HOCHUTEIH
nHpopmarun

3HU.6

Kontpone BBOoma (BbIBOma) wuHpoOpManuu Ha
MaIlllMHHBIE HOCUTETH HH(POpMaLUU

3HW.7

KOHTpO.HB INOAKIKOYECHUA MAIIUuHHBIX HOCUTEIIEH
nHpopmarun

3HIN.8

YHuutoxkenne  (ctupaHue)  HUHPOpMANMH  HA
MalIMHHBIX HOCUTENSIX TMPU WX Teperade MEKIy
MOJIb30BATEISIMA, B CTOPOHHHE OpTaHHM3aIUd IS
pEMOHTa WJIH YTWIN3AIlUU, a TaKXKe KOHTPOJIb
YHUYTOXKEHUSI (CTUPAHUS)




V. Peructpanus coosituii 6e3omacuoctu (PCB)

PChb.1

Omnpenenenne cOOBITHI 0€30MACHOCTH, MOJISKAITIX
PETHCTpPAINH, K CPOKOB UX XPAHCHHUS

PCb.2

OmnpenencHre cocTaBa M COJAEPKaHHUS WHGOPMAIUN
0 COOBITHAX 0e30I1acHOCTH, IO JICHKAIITIX
pETUCTpaIHH

PCb.3

CO6op, 3anmuch U xpaHeHUE HHPOPMAIUHA O COOBITHUSIX
0€30MacCHOCTH B TEUEHUE YCTAHOBJICHHOT'O BPEMEHHU
XpaHCHHS

PCb.4

PearupoBanue Ha cOou mpu perucTpanuu CoOBITUI
0€30MacHOCTH, B TOM UHCJE ammapaTHbIe W
MporpaMMHBIE OIMMOKH, cOOM B MeXaHU3Max cOopa
uHpopMaud WM JOCTIDKEHHE  Tpenena  WIH
TIePENOJIHEHHS 00beMa (EMKOCTH ) TaMsITH

PCb.5

MonuTopuHr (IPOCMOTpP, aHAIW3) pe3yIbTaTOB
perucTpanuu COOBITHIA 0e3ormacHOCTH u
pearupoBaHHe Ha HUX

PCb.6

I'enepupoBaHue BPEeMEHHBIX METOK U (WJIH)
CHHXPOHH3AIHS CHCTEMHOTO BpEMEHU B
MH(POPMALIMOHHOH cucTeMe

PCB.7

3amuTta HHPOPMAITUHU O COOBITHSIX OE30MACHOCTH

PCB.8

OOecnieueHre BO3MOKHOCTH IPOCMOTpa M aHaIU3a
uHpopMauu 0 JNEHCTBUAX OTJIEJIBHBIX
MoJIb30BaTes el B MHPOPMAILIMOHHOM CUCTEME

VI. AntuBupycHas 3amuta (AB3)




AB3.1 Peanusanus aHTUBUPYCHOU 3aILUTHI +

AB3.2 OOHoBiieHue 0a3bl JaHHBIX IPU3HAKOB BPEJOHOCHBIX | +
KOMITHIOTEPHBIX TTPOTrpamMM (BUPYCOB)

VII. O6napyxenue Bropxkeanii (COB)

COB.1 OO6HapyxeHrue BTOPKCHHI

COB.2 OO6HoOBeHNE 0a3bI PEIIAIOIITUX TPABHII

VIII. Kontpous (ananu3) 3ammmieHnocta nadopmanuu (AH3)

AH3.1 BrrsiBrienue, ananus ysi3BuMocteil nH(popMamoHHON
CHUCTEMBl U  OIEPAaTUBHOE YCTPAaHEHHE BHOBb
BBISIBJICHHBIX YSI3BUMOCTEN

AH3.2 KoHTponbs ycTaHOBKM OOHOBJIEHUH NPOrpaMMHOrO| +
oOecrieueHus, BKIIIO4Yasi OOHOBIICHHE MTPOTrPaAMMHOTO
o0ecreyeHus: CpeACTB 3alIUThl HH(OPMAIHH

AH3.3 Konrtpons paboTOCIOCOOHOCTH, napamMeTpoB
HACTPOMKU ¥ TPAaBWIBHOCTH (YHKIMOHHPOBAHUS
NPOrPaMMHOT0 OOECIIEYCHUSI M CPEICTB 3aIlUThI

nHpopmarun

AH3.4 KonTposs coCcTaBa TEXHUYECKUX CPEACTB,
MPOrPaMMHOTO OOECIEYeHHsI U CPEJICTB 3allUTHI
nHpopmarun

AH3.5 KonTposb mpaBwil TeHepanuu W CMEHBI MapoJien

HOHBBOB&TQHGI\/’I, 3aBCACHUA U YHAJICHUA YUYCTHBIX
3alMcel  MOJIb30BaTelield, peanu3alud  MPaBUI
pasrpaHu4eHus JIOCTYIIOM, MIOJITHOMOYU
MoJTb30BaTeseii B ”HOOPMAITMOHHOW CHCTEME




IX. Obecneuenue 1eI0CTHOCTH HHPOPMALIMOHHOM cucTeMbl U uHGopmanuu (OLJT)

OLJI.1

Kontposnb LIEJIOCTHOCTHU IIPOTPaMMHOT'O
oOecrieueHus, BKJIIOYas MPOrpaMMHOE OOecTieueHHe
CpeZACTB 3alUThl HH(pOpMALIUU

+

OLlJL.2

KoHnTpo:s LIEJIOCTHOCTH uHpopMaIuy,
cojepxkarieiicss B 0a3ax MaHHBIX WH(POPMAITMOHHOMN
CUCTCMBI

OLUJL.3

Obecneuenue BO3MOXHOCTH BOCCTAHOBJIEHHUS
MIPOrPaMMHOI0 o0ecrnieveHus, BKJIFOYAst
MporpaMMHOE  OOEClieueHUEe CPEACTB  3AIlUTHI
uH(pOpMallUK, TPU BO3HUKHOBEHMHM HEIITATHBIX
CUTYyalHil

OLJI.4

OOHapy)xeHHe W pearupoBaHHME Ha TOCTYIUICHHE B
MH(OPMALIMOHHYI0O  CHCTEMY  He3alpalllBaeMbIX
ANEKTPOHHBIX COOOIIEHHUI (MUCEM, TOKYMEHTOB) W
MHOM  wmH(pOpManuu, HE  OTHOCAIIUXCS K
(GYHKIIMOHMPOBAHUIO HMH(POPMALIMOHHON CHCTEMBI
(3amuTa OT crama)

OLUL5

Kontponb coJiepKaHus uHpopmManuu,
nepenaBaeMoil U3  HMH(DOPMAIMOHHOW  CHCTEMBI
(KOHTEHHEpHBI, OCHOBAaHHBIH HAa  CBOMCTBax
0o0BEKTa OCTyNa, ¥ KOHTEHTHBIM, OCHOBAHHBIN Ha
MOKMCKE 3allpellleHHON K mepenadye HHpopManuu c
WCIONBb30BAHUEM  CHUTHATyp, MacoK U  HMHBIX
METOJIOB), U UCKJIIOYEHHE HEPAaBOMEPHOIl nepeaadn
uHpopManuy U3 HHHOPMAITMOHHON CHCTEMBI

OLUL6

OrpanuueHne TpaB MOJIb30BATEIEH 10 BBOAY
nH(popManuu B UHPOPMAITUOHHYIO CUCTEMY




OLUJL.7

KoHTposnb TOYHOCTH, TOJHOTHI M MPABUIBHOCTH
JAHHBIX, BBOAUMBIX B HTHPOPMAIIMOHHYIO CUCTEMY

OLULS8

KoHTposb ommO0YHBIX JEeHCTBHIA TTOJIH30BATENCH O
BBOAy ® (wim) mepenade UWHGOpPMANUU |
MpEeAYNPEXRACHUE T0JIb30BaTeIe 00 OIMMOOYHBIX
JIEUCTBUSIX

X. Obecnieuenne nocrynHoctu nupopmaruu (O]

T)

OAT.1

HCHOHBBOBaHHe OTKa30yCTOI>’II{HBBIX TCXHNUYCCKHUX
CPEICTB

OJIT.2

PesepBupoBanne TEeXHHYECKUX CpEICTB,
IPOrPpaMMHOTO O0ECIeUeHus, KaHAJIOB Iepeladn
nH(popManuu, CpEIICTB obecrieueHust
(GYHKIMOHUPOBAHUS HH(POPMAITMOHHON CHCTEMBI

OAT.3

Konrpons  6e30Tka3HOTO (GYHKIIMOHUPOBAHUS
TEXHUYECKHUX CPEJICTB, OOHAPY)KEHHE U JIOKATM3AINs
OTKa30B (YHKLIMOHHUPOBAHUS, NPUHATHE Mep IO
BOCCTAaHOBJICHHIO  OTKAa3aBIIMX CPEICTB M  HX
TECTHPOBAHUE

OJIT.4

[Mepuonnveckoe pe3epBHOE KOITPOBAaHHE
uHpOpMallMM Ha pE3epBHbIC MAIIMHHBIE HOCHUTEIN
nHpopmarun

OJIT.5

OOecnieueHre ~ BO3MOXXHOCTH  BOCCTAHOBJICHUS
uHpOpMAlUK C PE3EPBHBIX MAIIWHHBIX HOCHUTENIEH
nHpopManuu  (pe3epBHBIX KOMWM) B  TEUCHHUE
YCTAaHOBJICHHOI'O BpCMCHHOI'O MHTCPBaJIa

OAT.6

Knacrepuzanust nH)OpMaIMOHHONW CHCTEMBI U (HITH)




€€ CCIrMCHTOB

OHT.7

KOHTpOJ'H: COCTOsIHUA U Ka4YCCTBa NPCIOCTABIICHHA
YIIOJTHOMOYECHHBIM JUIIOM BBIYUCITUTEILHBIX
pecypcoB (MOILIHOCTEl), B TOM YHCJE IO INepenade
nHpopmarun

XI. 3amuta cpeapl Buptyanm3anuu (3CB)

3CB.1

Nnentudukanus w ayTeHTHPUKAIHUSI CYOBEKTOB
JoCTyma © OOBEKTOB JOCTylla B BHUPTYaJbHOM
UHPPACTPYKTYpE, B TOM YHCIE AJIMHHUCTPATOPOB
YIpaBIeHUS CPEJCTBAMH BUPTYaIU3AIHH

3CB.2

YropaBieHue JOCTYIOM CYOBEKTOB JOCTyma K
00BeKTaM J0CTyNa B BUPTYaIbHON HHMPACTPYKTYPE,
B TOM YHCJIE BHYTPH BUPTYaAJIbHBIX MaIIUH

3CB.3

Perucrpanus COOBITUI Oe3omacHOCTH B
BUPTYQJIbHOU HHPPACTPYKTYpE

3CB.4

VYnpasienue (unpTpanus, MapIIpyTU3aLHUs,
KOHTPOJIb COCIMHEHMS, OJIHOHAIpaBJICHHAs
nepefaya)  MOTOKaMH — HMHQOpMAmuu  MEXAY
KOMIIOHEHTaMH BUPTYaJIbHOW MHQPACTPyKTyphl, a
TaKXe 1o NIEPUMETPY BUPTYaJIbHOU

UHPPACTPYKTYPHI

3CB.5

JloBepeHHass 3arpyska CEpBEpPOB BUPTYyaJIN3alUH,
BUPTYy&JIbHOW MalllUHbl (KOHTEHHEpa), CepBEpPOB
yYIpaBJIEHUS BUPTyalu3anuen

3CB.6

YrpaplieHHue MepeMelIeHneM BUPTYAIbHBIX MAIIHH
(koHTEWHEPOB) U 00padaThIBAEMBIX HAa HUX JaHHBIX




3CB.7

Kontposnb LIETTOCTHOCTHU BUPTYaJIbHOU
WHPPACTPYKTYPHI U €€ KOH(PUTypaInid

3CB.8

Pe3epBHOE KONMMpOBaHME JAHHBIX, PE3EPBUPOBAHHE
TEXHUYECKHX CPEICTB, MPOrPAMMHOTO OOECTICUCHHS
BUPTYaJIbHOW HMHQPACTPYKTYpPHI, a TaKKe KaHaJOB
CBSI3M BHYTPU BUPTYaIbHOU HHAPACTPYKTYPHI

3CB.9

Peanusanus u ynpasiieHHE aHTUBUPYCHOM 3aILUTON
B BUPTYaJIbHOU UH(PPACTPYKTYpe

3CB.10

Pa3Oouenne BupTyanpbHOW WHOPACTPYKTYyphl Ha
CETMEHTBI (cerMeHTHpOBaHHE BUPTYAIbHON
UHPpaCTpyKTyphl) g 00paboTKH uHOOpMAIUU
OTJCNBHBIM TOJNIb30BaTeNleM W (WJIM) TPYHIon
M0JIb30BaTENEH

XII. 3amura Texandeckux cpeacts (3TC)

3TC.1

3ammura nHpopManuu, oOpabaTsiBacMOi
TCXHUYCCKUMU CpCACTBaAaMH, OT €C YTCUKU II0
TEXHUYECKHM KaHaIaM

3TC.2

Opranuzanus KOHTPOJMPYEMOW 30HBI, B Ipejaenax
KOTOPOW TIOCTOSIHHO Pa3MEIIaloTCsl CTallMOHAPHBIC
TEXHUYECKUE CpEICTBa, oOpabarbiBaroIye
nH(pOpMaINIO, U CPENICTBA 3aIUTHl HHPOPMAIIUH, a
TaKXke CpelcTBa obecreueHus! PyHKIIMOHUPOBAHUS

3TC.3

Kontpons u ynpaBneHue (QpU3NUECKUM JOCTYIIOM K
TEXHHYECKHM  CpEICTBAaM, CpPEACTBAM  3aIlIWUTHI
uHpOpMaInH, CpeacTBam o0ecrieyeHus
(GYHKIIMOHMPOBAHMS, a TaKXKe B IOMEIICHHA |
COOpYXKEHHs, B KOTOPBIX OHH YCTAHOBIICHBI,




UCKJTIOYAIONINE HECAHKIIMOHUPOBAHHBIN (PU3NUECKUN
JTOCTYIl K cpeAcTBaM o00paboTku uHOOpMaInu,
CpeacTBaM 3alUThl WHGOpPMAIMM U  CPEACTBAM
obecrieueHus (G YHKIIMOHUPOBAHUS
MHPOPMALIMOHHON CHCTEMBl W TOMEUICHUS U
COOPY’KEHHUSI, B KOTOPbIX OHH YCTAHOBJICHBI

3TC.4 Pa3memnienne ycTpoiicTB BhIBOsmA (OTOOpakKeHUS) + +
uHpOpMaInH, HCKJIIOYarouiee ee
HECaHKLUMOHUPOBAHHBINA TPOCMOTP

3TC.5 3ammTa OT BHENIHUX BO3JCUCTBUHN (BO3ACHCTBUI +

OKpY>KaroIeu Cpenbl, HECTaOUITBLHOCTH
AJIEKTPOCHA0KECHUS, KOHIUIIMOHHUPOBAHUS W HHBIX
BHEIIHUX (PAaKTOPOB)

XIII. 3amuTa nH(GOPMAIIMOHHON CUCTEMBI, €€ CPEACTB, CUCTEM CBA3H U nepeaaun qaHHbix (3UC)

3UC.1

Paznenenne B mHpOpManMOHHOHN cucTeMe (yHKIMN
o YIPaBJICHUIO (aAMUHUCTPUPOBAHHUIO)
MH(POPMAIIMOHHOMN CUCTEMOH, YIIPaBIECHUIO
(aIMHHUCTPHUPOBAHHUIO ) CHUCTEMOM 3aIIUTHI
uHpopmanuu, QyHKIHA 0 00paboTke HHPOpMaAUU
Y UHBIX PyHKIUH HHOOPMAITMOHHONW CHCTEMBI

+

+

3UC.2

[IpenoTBpaiienne 3afep>KKU WU HOPEpPhIBAHUS
BBHITIOTHEHUST TIPOIIECCOB C BBICOKHM TPUOPUTETOM
CO CTOPOHBI IIPOLIECCOB C HU3KUM MPHOPUTETOM

31C.3

Ob6ecneuenue 3amuThl UHGOPMAIIMH OT PACKPBITHUS,
MoaudUKaAIMd W HaBsA3bIBaHHWS (BBOJA JIOKHOH
uHpopManuMu) TpuU ee mnepegade (IMOArOTOBKE K
mepenade) Mo KaHalaM CBSI3M, MMEIOIIMM BBIXOZ 3a
npefenbl KOHTPOJIMPYEMOW 30HBI, B TOM YHCIIE




OecrpoBOTHBIM KaHAJIaM CBSI3U

3UC.4

OOecnieueHne JOBEpPEHHBIX KaHaja, MaplipyTa
MEXAYy aAMUHHCTPATOpPOM, IIOJIb30BAaTeleM U
cpeacTBaMu 3amUThl  MHGoOpMaK  (QYyHKIUAMU
0€30MaCHOCTH CPEJICTB 3aIUTH HH(OPMAITIH)

3UC.5

3amper HECAHKIIMOHUPOBAHHOM YAUICHHON
aKTHBAIlUM BHJEOKaMep, MHUKPO(POHOB M HHBIX
nepuepuiiHbIX  YCTPOMCTB,  KOTOpPHIE  MOTYT
aKTUBUPOBATHCS  YAQJIEHHO, M  OIOBEIICHUE
MoJThb30BaTesieit 00 aKTHBAIIUU TaKUX YCTPONCTB

3UC.6

[lepeqaua W KOHTPOJH IIEIOCTHOCTH aTPUOYTOB
Oe3omacHOCTH (METOK O€30MacHOCTH), CBS3aHHBIX C
nHpopMmanueit, mpu oOMeHe nHdopmalend ¢ MHBIMU
MH(POPMALIMOHHBIMHA CUCTEMaMHU

3UC.7

KOHTpO.HI: CaHKIIUOHUPOBAHHOI'0O MW HCKIIOYCHHC

HECaHKLHOHUPOBAHHOTO UCIIOJIb30BaHUS
TEXHOJIOTUH MOOWJIBHOTO KOJa, B TOM YHUCIE
perucrpanus COOBITHH, CBSI3aHHBIX C

MCIOJIb30BAaHUEM TEXHOJIOTUH MOOMIBHOTO KO, X
aHaJIu3 U pearupoBaHue Ha HAPYIIEHUS, CBSI3aHHBIE C
MCIOJIb30BaHUEM TEXHOJIOTUH MOOUIILHOTO KOJIa

3UC.8

KOHTpO.HI: CAaHKIIUOHUPOBAHHOI'0O MW HCKIIOYCHHC

HECaHKLIIHOHUPOBAHHOTO HCIIOJIb30BaHUs
TEXHOJOTUI TnepeJayd pedd, B TOM  UHCIE
perucrpanus COOBITHI, CBSI3aHHBIX C

WCIIONb30BAHUEM TEXHOJIOTUM Tepefaund pedH, HX
aHaJIW3 U pearupoBaHue Ha HAPYIIEHUS, CBSI3aHHBIE C
WCIIO0Ib30BAaHUEM TEXHOJIOTHH Nepe/iavu peun




3UC.9

KOHTpOb CaHKUMOHMPOBAaHHOW M HUCKJIIOYEHHE

HECaHKITMOHUPOBAHHOU nepeaadn
BUJCOMHPOpPMAIIK, B TOM YHCIE PETUCTPALUS
COOBITHI, CBSI3aHHEIX C nepenayen
BUJIcOMH(OpPMAIINH, UX aHAJIU3 U pearupoBaHUE HA
HapyIIeHHUs, CBsI3aHHbBIE c nepeaavei
BUJICOMH(OpMAITIH

3UC.10

HO,Z[TBep)KI[eHI/Ie MPOUCXOXKIACHUA NCTOYHHKA
nHpOpMAIIHH, MIOJTy9aeMOM B nporiecce
OIMPCACIICHUA CCTCBBIX aAPCCOB MO0 CCTCBLIM MMCHAM
WIH OIpPEICIICHUS] CETeBBIX HMMEH TII0 CETEBBIM
azmpecam

3UC.11

OGGCHG“IGHHG IIOJJIMHHOCTU CCTCBBIX COGI[I/IHGHI/Iﬁ
(ceaHCOB B3aMMOJICHCTBHUS), B TOM 4YHCIE JIS
3alIUThI oT IIOAMCHBI CCTCBBIX YCTpOﬁCTB n
CEPBHCOB

31C.12

Hcxmodenue BO3MOXKHOCTH OTPULIAHUS
nojip3oBarereM (¢akTa OTIPaBKHM  HHPOpMaLUU
APYrOMY TT0JIB30BATEITIO

31C.13

Hcxmodenue BO3MOXKHOCTH OTPULIAHHUS
nojib3oBareneM (pakTa MmosydyeHus HHPOpPMAaLUu OT
APYTOTO MOJIH30BATENS

31C.14

Hcnonp3oBaHue yCTpoNCTB TEPMUHAIBHOTO JOCTYIA
111 00pabOTKK MHPOPMAILTUT

3UC.15

3ammTa apXUBHBIX (DAMIIOB, MapaMeTPOB HACTPOUKHU
CPeACTB 3alIUThl MH(YOPMAIMH M TMPOrPAMMHOIO
o0ecrieueHrs W MHBIX JAHHBIX, HE MOJJIEKAIINX
M3MEHEHUIO B mpoliecce 00padoTku nHGOpMAITUH




3UC.16

BreisiBnenne, aHanmu3 W OJOKHpOBAaHUE B
WHPOPMAIIMOHHON  CHCTEME CKpPBITHIX  KaHaJOB
nepenaun wHGOpMAMU B 00XON pealnM30BaHHBIX
Mep  3amuThl  WHGOpPMANMKM  WIH  BHYTPHU
pa3pelieHHbIX CETEBBIX MPOTOKOJIOB

3UC.17

Pazbuenne  uwHGpOpMAIIMOHHONM  CHCTEMBI  Ha
CEerMEHTBHI  (CerMEHTHpOBaHUE HWH(POPMAIMOHHOMN
cucTeMbl) W oOecrieuyeHHe 3aIluThl I[EePUMETPOB
CETMEHTOB HH(POPMAITMOHHOW CHCTEMBI

31C.18

Obecneuenue 3arpy3Ku u UCTIOTHEHUS
IIPOTPaMMHOT'O obecrnieueHus c MAaIIMHHBIX
HocuTelel WH(OPMAIUK, JOCTYITHBIX TOJBKO IS
YTCHHUA, )41 KOHTPOJIb OEJIOCTHOCTHU JaHHOT'O
MIPOrpaMMHOTO 00eCTIeUeHUS

31C.19

Mzonsaumst mporieccoB (BBITIOJIHEHUE TPOTpaMM) B
BBIJEIIEHHON 00J1aCTH MaMSITH

31C.20

3ammra 6ecrpOBOIHBIX COCIUHEHHH, TPUMEHIEMbIX
B UH(OPMAIIMOHHOHN CUCTEME

31C.21

Hckmrouenune JOCTyTIa MIOJIB30BATENS K
uHpoOpMalMY, BO3HMKILIECH B pe3yinpTare AercTBUN
MPEABIAYIIEr0  IOJIb30BAaTENsl  4YE€pe3  pPeecTpsl,
ONEpaTUBHYIO MaMsATh, BHEIIHHWE 3allOMHHAIOIINE
YCTpPOWCTBA W HWHBIE OOIIME I TOJb30BaTeeh
pecypchl THOPMAIIMOHHOMN CUCTEMBI

31C.22

3ammra WHOOPMAIMOHHOW CHCTEMBI OT YyIpo3
Oe3omacHOCTH HWH(OpPMAIIMK, HAIMPABICHHBIX Ha
OTKa3 B 0OCTY)KHBaHUHU MHGOPMAITMOHHONW CUCTEMBI




3UC.23

3ammra nepumerpa  (dpuszmyeckux U (WUIIH)
JIOTUYECKUX TPaHuIl) HHPOPMAIMOHHONW CHCTEMBI
npu ee B3aUMOJICHCTBUU C WHBIMH
WH(POPMAITMOHHBIMU CUCTEMaMHU U HH(POPMAITMOHHO-
TEJICKOMMYHUKAIIMOHHBIMU CETSIMU

31C.24

[Ipekpamienue  CceTeBBIX  COCIMHEHUN IO  HUX
3aBEpLICHUM WJIM [0 MCTEYEHHUHM  3aJaHHOIO
OIepaToOpOM BPEMEHHOTO HHTEPBajla HEAKTUBHOCTHU
CETEBOr'0 COCAMHEHHUS

3UC.25

Hcnons3oBanre B MHGOPMAIIMOHHOW CHCTEME WJIU
€C CCIrMCHTAax pa3JIMYHbIX TUIIOB OGH_IGCI/ICTGMHOI‘O,
NPUKIAHOTO M  CHEHHAIbHOTO  MPOrPaMMHOTO
obecrieyeHus (Co3jaHue TeTEPOreHHOMN Cpe/Ibl)

3UC.26

Hcnonp30BaHue NPUKIATHOTO U CHELHUAIBHOTO
IIPOrPaMMHOTO o0ecrieueHus, UMEIOIIUX
BO3MOXKHOCTh  (DYHKIIMOHHUPOBAaHHMsI B  cpelax
Pa3IMYHBIX ONEPALMOHHBIX CUCTEM

31UC.27

Coznmanrie (AMYJAIUS) JIOKHBIX HHGOPMAIIMOHHBIX
CHCTEM WJIM WX KOMIIOHEHTOB, NpeIHAa3HAYCHHBIX
Ui OOHapyXeHHs, perucTpaluy U  aHalu3a
JNEUCTBUM HapylIUTEIEH B IPOLECCe pealu3aluu
yrpo3 6e30macHoCTy nHpOpMaIuu

31C.28

BocripousBenenne JIOXKHBIX H  (WJIH) CKPBITHE
WUCTUHHBIX OTJICTBHBIX UH(POPMAITMOHHBIX
TEXHOJIOTHH W (WJIM) CTPYKTYpPHO-(YHKIIMOHATBHBIX
XapaKTePUCTUK MH(POPMAITMOHHON CHCTEMBI MITU €€
CETMEHTOB, obecrieunBaroIee HaBSI3bIBAHHE
HApYIIMTETI0  JIOKHOTO  TPEACTaBICHUS 00
WCTUHHBIX WH()OPMAIMOHHBIX TEXHOJIOTHSAX U (WJIN)




CTPYKTYPHO-() YHKIITHOHATBHBIX XapaKTepPUCTUKAX
MH(POPMAITMOHHON CUCTEMBI

31UC.29 [lepeBon wH(OOPMAIITMOHHOW CHUCTEMBI WM €€
YCTPOMCTB (KOMIIOHEHTOB) B 3apaHee ONpeaeieHHYIO
KOH(UTYpAIHIO, 00€eCIIeunBaroOIIyI0 3aIIHTY

uHpOpMalMY, B CiIydae BO3HMKHOBEHHHM OTKAa30B
(cboeB) B cucreMe 3amuTHl  HHGOPMAIHH
MH(POPMALIMOHHON CUCTEMBI

3UC.30 3amuTa  MOOWIBHBIX  TEXHHYECKUX  CPEICTB, + + +
MPUMEHIEMBIX B HH(POPMAIIMOHHOM CHCTEME

"+" - Mepa 3aIuTHl HTHPOPMALIMU BKJIIOUYEHA B 0a30BbIil HAOOP Mep Ui COOTBETCTBYIOLIETO KJIAcca 3alUIEHHOCTH HH()OPMAIIMOHHON CUCTEMBI.

Mepsl 3anmuthl wH(pOpMaIuu, HEe OOO3HAYCHHBIE 3HAKOM '"+'", MPUMEHSIOTCA TpH afanTanuud 0a30BOro Habopa Mep M YTOYHCHHUH
aJlanTHPOBAHHOTO 0a30BOro Habopa Mep, a Takke MpU pa3paboTKe KOMIICHCHUPYIOIIUX Mep 3allUThl MHGOpMAlMu B MH()OPMAIMOHHOW CHUCTEME
COOTBETCTBYIOIIETO KJIAcCa 3aIUIIEHHOCTH.




